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CHAPTER 1 
INTRODUCTION

COBIT 5 Implementation complements COBIT 5 (figure 1). The objective of this reference guide is to provide a good 
practice approach for implementing GEIT based on a continual improvement life cycle that should be tailored to suit the 
enterprise’s specific needs.

Figure 1—COBIT 5 Product Family

The COBIT 5 framework is built on five basic principles, which are covered in detail, and includes extensive guidance on 
enablers for governance and management of enterprise IT.

The COBIT 5 product family includes the following products:

 –  COBIT 5:  Enabling Processes
 –  COBIT 5:  Enabling Information (in development)
 –  Other enabler guides (check www.isaca.org/cobit)

 –  COBIT 5 Implementation
 –  COBIT 5 for Information Security (in development)
 –  COBIT 5 for Assurance (in development)
 –  COBIT 5 for Risk (in development)
 –  Other professional guides (check www.isaca.org/cobit)

This publication is structured as follows:

 –  Appendix A presents COBIT 5 processes and maps pain points to the processes
 –  Appendix B provides an example decision matrix
 –  Appendix C maps example risk scenarios to COBIT 5 processes
 –  Appendix D provides an example business case
 –  Appendix E is the COBIT 4.1 maturity attribute table

COBIT® 5

COBIT 5 Online Collaborative Environment

COBIT 5 Enabler Guides

COBIT 5 Professional Guides

COBIT® 5 Implementation
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 Enabling Processes
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The improvement of the governance of enterprise IT (GEIT) is widely recognised by top management as an essential part 
of enterprise governance. At a time when the significance of information and the pervasiveness of information technology 
(IT) are increasingly part of every aspect of business and public life, the need to drive more value from IT investments 
and manage an increasing array of IT-related risk has never been greater. Increasing regulation is also driving heightened 
awareness amongst boards of directors regarding the importance of a well-controlled IT environment and the need to 
comply with legal, regulatory and contractual obligations.

Effective GEIT will result in improved business performance as well as compliance to external requirements, yet 
successful implementation remains elusive for many enterprises. Effective GEIT requires a range of enablers with 
carefully prescribed roles, responsibilities and accountabilities that fit the style and operational norms specific to the 
enterprise. These include an appropriate culture and behaviour, guiding principles and policies, organisational structures, 
well-defined and managed governance and management processes, the information required to support decision making, 
supporting solutions and services, and appropriate governance and management skills.

For many years ISACA has researched this key area of enterprise governance to 
advance international thinking and provide guidance in evaluating, directing and 
monitoring an enterprise’s use of IT. ISACA has developed the COBIT 5 framework 
to help enterprises implement sound governance enablers; indeed, implementing good 
GEIT is almost impossible without engaging an effective governance framework. Best 
practices and standards are also available to underpin COBIT 5.

Frameworks, best practices and standards are useful only if they are adopted and 
adapted effectively. There are challenges that must be overcome and issues that  
must be addressed if GEIT is to be implemented successfully. The board and managers 
will need to accept more accountability for IT, provide guiding principles and a 
framework, and instil a different mindset and culture for delivering value  
from IT.

Objectives and Scope of the Guide

In COBIT 5 Implementation, the emphasis is on the enterprisewide view of governance of IT. This guide and COBIT 5 
recognise that information and related information technologies are pervasive in enterprises and that it is neither possible 
nor good practice to separate business and IT-related activities. The governance and management of enterprise IT should 
therefore be implemented as an integral part of enterprise governance, covering the full end-to-end business and IT 
functional areas of responsibility.

This guide is also supported by an implementation tool kit containing a variety of resources that will be continually 
enhanced and available as a download to ISACA members from www.isaca.org/cobit. Its contents include:

One of the common reasons why some GEIT implementations fail is that they are not initiated and then managed properly 
as programmes to ensure that benefits are realised. GEIT programmes need to be sponsored by executive management, be 
properly scoped, and define objectives that are attainable so that the enterprise can absorb the pace of change as planned. 
Programme management is therefore addressed as an integral part of the implementation life cycle.

It is also assumed that while a programme and project approach is recommended 
to effectively drive improvement initiatives, the goal is also to establish a ‘normal 
business practice’ and sustainable approach to governing and managing enterprise 
IT just like any other aspect of enterprise governance. For these reasons, the 
implementation approach is based on empowering business and IT stakeholders and 
role players to take ownership of IT-related governance and management decisions 
and activities by facilitating and enabling change. The implementation programme 
will be closed when the process for focusing on IT-related priorities and governance 
improvement is generating a measurable benefit and has become embedded in 
ongoing business activity.

GEIT implementations need to 
be managed as programmes 

sponsored by executive 
management, be properly 

scoped, and define objectives 
that are attainable.

The improvement of governance 
of enterprise IT  

is increasingly recognised by 
top management as an essential 
part of enterprise governance.
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This guide is not intended to be a prescriptive approach or the complete solution, but rather a guide to avoid pitfalls, leverage 
the latest good practices and assist in the creation of successful governance and management outcomes over time. Every 
enterprise will apply its own specific plan or road map, depending, of course, on factors such as its industry and business 
environment and its culture and objectives. Equally important will be the current starting point. Few enterprises will have no 
GEIT structures or processes in place, even if they are not recognised as such currently. Therefore, the emphasis needs to be 
on building on what the enterprise already has in place, especially leveraging existing successful enterprise-level approaches 
that can be adopted and, if necessary, adapted for IT rather than reinventing something different. Furthermore, any previous 
improvements using COBIT 4.1 or other standards and best practices need not be reworked, but can, and should be, built on 
using COBIT 5 and this updated guide as an ongoing part of continual improvement.

It will be beneficial for users of this guide to be familiar with GEIT as a topic and for the implementation team to have the 
expert knowledge required to be able to successfully implement GEIT using COBIT 5. Undertaking related educational 
programmes will enable proper understanding of COBIT 5 concepts, how to use the COBIT 5 components and how to 
apply this implementation method, as well as other related guidance provided by ISACA including process capability 
assessment and assurance activities based on COBIT 5. ISACA’s Certified in the Governance of Enterprise IT (CGEIT) 
programme also supports the development and recognition of the governance of IT skills and competencies.

COBIT 5 is freely downloadable from www.isaca.org/cobit. A link to the ISACA products available to support 
implementation is available on this page as well.

This guide reflects enhanced understanding and practical experiences of GEIT implementations, lessons learned while 
applying and using previous versions, and updates that have been made to ISACA’s GEIT guidance. Since IT is a  
fast-changing topic, users of this guide should also maintain an awareness of ISACA’s professional publications and other 
organisations’ standards and best practices that may be released from time to time to address new emerging topics.
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CHAPTER 2 
POSITIONING GEIT
Understanding the Context

GEIT does not occur in a vacuum. Implementation takes place in different conditions and circumstances determined by 
numerous factors in the internal and external environment such as:

 –  Mission, vision, goals and values
 –  Governance policies and practices
 –  Culture and management style
 –  Models for roles and responsibilities
 –  Business plans and strategic intentions
 –  Operating model and level of maturity

The implementation of GEIT for each enterprise will, therefore, be different and the context needs to be understood and 
considered to design the optimal new or improved GEIT environment.

What Is GEIT?
The terms ‘governance’, ‘enterprise governance’ and ‘GEIT’ may have different meanings to different individuals and 
enterprises depending on (amongst others) the organisational context, e.g., maturity, industry and regulatory environment, 
or the individual context, e.g., job role, education and experience. To provide a foundation for the rest of this guide, 
explanations are provided in this section, but it should be recognised that different points of view will exist. The best 
approach is to build on and enhance the existing approaches to be inclusive of IT rather than developing a new approach 
just for IT.

‘Governance’ is derived from the Greek verb kubernáo meaning ‘to steer’. A governance system enables multiple 
stakeholders in an enterprise to have an organised say in evaluating conditions and options, setting direction and 
monitoring performance against enterprise objectives. Setting and maintaining the appropriate governance approach is the 
responsibility of the board of directors or equivalent body.

COBIT 5 defines governance as:

 Governance ensures that stakeholder needs, conditions and options are evaluated to determine balanced,  
agreed-on enterprise objectives to be achieved; setting direction through prioritisation and decision making;  
and monitoring performance and compliance against agreed-on direction and objectives.

GEIT is not an isolated discipline, but an integral part of enterprise governance. While the need for governance at 
an enterprise level is driven primarily by delivery of stakeholder value and demand for transparency and effective 
management of enterprise risk, the significant opportunities, costs and risk associated with IT call for a dedicated, yet 
integrated, focus on GEIT. GEIT enables the enterprise to take full advantage of IT, maximising benefits, capitalising on 
opportunities and gaining competitive advantage.

Why Is GEIT so Important?
Globally, enterprises—whether public or private, large or small—increasingly understand that information is a key 
resource and that IT is a strategic asset and important contributor to success.

IT can be a powerful resource to help enterprises achieve their most important objectives. As an example, IT can represent 
a core driver of cost savings for large transactions such as mergers, acquisitions and divestitures. IT can enable automation 
of key processes, such as the supply chain, and can be the cornerstone of new business strategies or business models, 
thereby increasing competitiveness and enabling innovation, such as the digital delivery of products (e.g., music being sold 
and delivered online). IT can enable greater customer intimacy, e.g., by collating and mining data in diverse systems and 
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providing a 360-degree view of customers. IT is the foundation of the networked economy that cuts through geographic 
locations and organisational silos to provide new and innovative ways of creating value. Most enterprises recognise 
information and the use of IT as critical assets that need to be governed properly.

While IT has the potential for business transformation, it often represents a very significant investment at the same time. 
In many cases, the true IT cost is not transparent and budgets are spread across business units, functions and geographic 
locations with no overall oversight. The greatest portion of spending is often for ‘keeping the lights on’ initiatives  
(post-implementation maintenance and operational costs) as opposed to transformational or innovation initiatives. 
When funds are spent on strategic initiatives, they often fail to deliver expected outcomes. Many enterprises still fail 
to demonstrate concrete, measurable business value for their IT-enabled investments and are focusing on GEIT as a 
mechanism to address this situation.

Furthermore, the networked economy presents a spectrum of IT-related risk, such as 
the non-availability of customer-facing business systems, disclosure of customer or 
proprietary data, or missed business opportunities due to an inflexible IT architecture. 
The need to manage these and other types of IT-related risk is another driver for 
better GEIT.

The importance of GEIT can also be attributed to the complex regulatory 
environment faced by enterprises in many industries and territories today, often 
extending directly to IT. The focus on financial reporting has driven a significant 

corresponding focus on the importance of IT-related controls. The use of good practices such as COBIT has been 
mandated in some countries and industries, one example being the Banking Regulation and Supervision Agency (BRSA) 
of Turkey, which has mandated that all banks operating in Turkey must adopt COBIT’s best practices when managing 
IT-related processes. The report on Corporate Governance in South Africa—King III—includes, for the first time in a 
national governance code, a principle to implement GEIT and recommends the adoption of frameworks such as COBIT. 
A governance framework for IT can enable complex compliance requirements to be achieved in a more effective and 
efficient way.

The latest survey1 on GEIT conducted by ISACA and PwC examined the major IT-related initiatives planned by 
respondents in the next 12 months:

These are examples of initiatives which often have complex stakeholder environments (multiple stakeholders from 
different business and IT units) that reinforce the need for the appropriate GEIT enablers.

Furthermore, the GEIT survey found a range of positive IT and business outcomes as a result of GEIT practices:

The survey also showed that:

responded that they are only starting to assess what needs to be done.
ad hoc measures in place.

What Should GEIT Deliver?
Fundamentally, GEIT is concerned with IT value delivery to the business and the mitigation of IT-related risk. This is 
enabled by the availability and management of adequate resources and the measurement of performance to monitor 
progress towards the desired goals.

The latest survey on GEIT 
found a range of positive IT and 
business outcomes as a result 

of GEIT practices.

1 ITGI, Global Status Report on the Governance of Enterprise IT (GEIT), USA, 2011
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GEIT focuses on the following objectives:
Benefit realisation—Creating new value for the enterprise through IT, maintaining and increasing value derived 
from existing IT investments, and eliminating IT initiatives and assets that are not creating sufficient value for the 
enterprise. The basic principles of IT value are delivery of fit-for-purpose services and solutions, on time and within 
budget, and generating the financial and non-financial benefits that were intended. The value that IT delivers should 
be aligned directly with the values on which the business is focussed and measured in a way that transparently shows 
the impacts and contribution of the IT-enabled investments in the value creation process of the enterprise.
Risk optimisation—Addressing the business risk associated with the use, ownership, operation, involvement, 
influence and adoption of IT within an enterprise. IT-related business risk consists of IT-related events that could 
potentially impact the business. While value delivery focuses on the creation of value, risk management focuses on the 
preservation of value. The management of IT-related risk should be integrated within the enterprise risk management 
approach to ensure a focus on IT by the enterprise and be measured in a way that transparently shows the impacts and 
contribution of IT-related business risk optimisation in preserving value.
Resource optimisation—Ensuring that the appropriate capabilities are in place to execute the strategic plan and 
sufficient, appropriate and effective resources are provided. Resource optimisation ensures that an integrated, 
economical IT infrastructure is provided, new technology is introduced as required by the business, and obsolete 
systems are updated or replaced. It recognises the importance of people, in addition to hardware and software, and, 
therefore, focuses on providing training, promoting retention and ensuring competence of key IT personnel.

Strategic alignment and performance measurement are also important and apply overall to all activities to ensure that  
IT-related objectives are aligned with the enterprise goals.

Leveraging COBIT 5 and Integrating Frameworks, Standards  
and Good Practices

The board should mandate adoption and adaption of a GEIT framework such as 
COBIT 5 as an integral part of enterprise governance development. The framework 
sets the overall approach and then the guidance provided by specific standards and 
good practices can be used when designing specific policies, processes, practices 
and procedures. By working within a framework and leveraging good practices, 
appropriate governance processes and other enablers can be developed and optimised 
so that GEIT operates effectively as part of normal business practice and there is 
a supporting culture, demonstrated by top management. Alignment with COBIT 
should also result in faster and more efficient external audits since COBIT is widely 
accepted as a basis for IT audit procedures.

The framework and resulting enablers should be aligned and in harmony with (amongst others) the:

COBIT 5 is intended for enterprises of all types and sizes, including non-profit and public sector, and is designed to 
deliver business benefits to enterprises, including:

and compliance with laws, regulations and contractual requirements

The board and executives should 
mandate adoption of a GEIT 

framework as an integral part of 
enterprise governance.
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Principles and Enablers
COBIT 5 is based on five principles and seven enablers. The principles that underpin COBIT 5 are identified in figure 2.

Figure 2—COBIT Principles

The enablers that should be considered to help foster the achievement of the enterprise’s framework objectives and deliver 
value are:

COBIT 5 includes processes that help guide the creation and maintenance of the governance and management enablers:
 Ensure governance framework setting and maintenance (culture, ethics and behaviour; principles, policies 

and frameworks; organisational structures; and processes) 
Manage the IT management framework (culture, ethics and behaviour; principles, policies and frameworks; 

organisational structures; and processes)
Manage enterprise architecture (information; services, infrastructure and applications)
Manage human resources (people, skills and competencies)

The COBIT 5 governance and management processes ensure that enterprises organise their IT-related activities in a 
repeatable and reliable way. The COBIT 5 process reference model, with five domains and 37 processes that form the 
structure for the detailed COBIT 5 process guidance, is described in detail in COBIT® 5:  Enabling Processes.

COBIT 5 is based on an enterprise view and is aligned with enterprise governance best practices, enabling GEIT to be 
implemented as an integral part of wider enterprise governance. COBIT 5 also provides a basis to effectively integrate other 
frameworks, standards and practices used such as Information Technology Infrastructure Library (ITIL®), The Open Group 
Architecture Forum (TOGAF®) and International Organization for Standardization (ISO)/International Electrotechnical 
Commission (IEC) 27000. It is also aligned with the GEIT standard, ISO/IEC 38500:2008, which sets out high-level 
principles for the governance of IT, covering responsibility, strategy, acquisition, performance, compliance and human 
behaviour that the governing body, such as the board, should evaluate, direct and monitor. COBIT 5 is single overarching 
framework that serves as a consistent and integrated source of guidance in a non-technical, technology-agnostic  
common language.
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Governance

From
Management
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CHAPTER 3 
TAKING THE FIRST STEPS TOWARDS GEIT
Creating the Appropriate Environment

It is important for the appropriate environment to exist when implementing GEIT 
improvements. This helps ensure that the initiative itself is governed and adequately 
guided and supported by management. Major IT initiatives often fail due to 
inadequate management direction, support and oversight. GEIT implementations  
are no different; they have more chance of success if they are well governed and  
well managed.

Inadequate support and direction from key stakeholders can, for example, result 
in GEIT initiatives producing new policies and procedures that have no proper 
ownership. Process improvements are unlikely to become normal business practices without a management structure that 
assigns roles and responsibilities, commits to their continued operation, and monitors conformance.

An appropriate environment should therefore be created and maintained to ensure that GEIT is implemented as an integral 
part of an overall governance approach within the enterprise. This should include adequate direction and oversight of the 
implementation initiative, including guiding principles. The objective is to provide sufficient commitment, direction and 
control of activities so that there is alignment with enterprise objectives and appropriate implementation support from the 
board and executive management.

Experience has shown that in some cases, a GEIT initiative identifies significant weaknesses in overall enterprise 
governance. Success of GEIT is much more difficult within a weak enterprise governance environment, so active support 
and participation of senior executives are even more critical. The board should be made aware of the need to improve 
overall governance and the risk of GEIT failing if this is not addressed.

Whether the implementation is a small or major initiative, executive management must be involved in and drive creation of 
the appropriate governance structures. The initial activities usually include assessment of current practices and the design 
of improved structures. In some cases it can lead to reorganisation within the business as well as the IT function and its 
relationship with business units.

Executive management should set and maintain the governance framework—this 
means specifying the structures, processes and practices for GEIT in line with agreed 
governance design principles, decision-making models, authority levels and the 
information required for informed decision making.2

Executive management should also allocate clear roles and responsibilities for 
directing the GEIT improvement programme.

One of the best ways to formalise GEIT and provide a mechanism for executive and 
board oversight and direction of IT-related activities is to establish an IT executive 
strategy committee.3 This committee acts on behalf of the board (to which it is 
accountable) and is responsible for how IT is used within the enterprise and for making key IT-related decisions affecting 
the enterprise. It should have a clearly defined mandate, and is best chaired by a business executive (ideally a board 
member) and staffed by senior business executives representing the major business units, as well as the chief information 
officer (CIO) and, if required, other senior IT managers. Internal audit and risk functions should provide an advisory role.

Executives need to make decisions based on diverse opinions from business and IT managers, auditors and others. The 
COBIT 5 framework facilitates this by providing a common language for executives to communicate goals, objectives and 
expected results.

Figures 3 and 4 illustrate example generic roles for key stakeholders and responsibilities of implementation role players 
when creating the appropriate environment to sustain governance and ensure successful outcomes. Similar tables are 
provided for each phase of the implementation life cycle introduced in the next section.

Executive management should 
specify and design the guiding 
principles, decision rights and 
accountability framework for 
governance of enterprise IT.

2 Appendix B contains an example decision matrix.
3 Often called an IT steering committee, IT council, IT executive committee or IT governance committee.

One of the best ways to 
formalise GEIT, improve 

executive and board oversight, 
and set direction of enterprise 
IT activities is to establish an  

IT executive strategy committee.
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Figure 3—Roles in Creating the Appropriate Environment

When you are... Your role in creating the appropriate environment is to...

Board and executives Set direction for the programme, ensure alignment with enterprisewide governance and risk management, approve 
key programme roles and define responsibilities, and give visible support and commitment. Sponsor, communicate and 
promote the agreed-on initiative.

Business management Provide appropriate stakeholders and champions to drive commitment and to support the programme. Nominate key 
programme roles and define and assign responsibilities.

IT management Ensure that the business and executives understand and appreciate the high-level IT-related issues and objectives. 
Nominate key programme roles and define and assign responsibilities. Nominate a person to drive the programme in 
agreement with the business.

Internal audit Agree on the role and reporting arrangements for audit participation. Ensure that an adequate level of audit 
participation is provided through the duration of the programme.

Risk, compliance and legal Ensure an adequate level of participation through the duration of the programme.

Figure 4—Creating the Appropriate Environment RACI Chart

Applying a Continual Improvement Life Cycle Approach

Applying a continual improvement life cycle approach provides a method for enterprises to address the complexity and 
challenges typically encountered during GEIT implementation. There are three interrelated components to the life cycle, 
as illustrated in figure 5:  the core GEIT continual improvement life cycle, the enablement of change (addressing the 
behavioural and cultural aspects of the implementation or improvement), and the management of the programme. In  
figure 5, the initiatives are depicted as continual life cycles to emphasise the fact that these are not one-off activities, but 
part of an ongoing process of implementation and improvement that in time become ‘business as usual’, at which time the 
programme can be retired.

The seven phases of the implementation life cycle are illustrated in figure 6. The implementation and improvement 
programme is typically a continual and iterative one. During the last phase, new objectives and requirements will be 
identified and a new cycle will be initiated.

High-level health checks, assessments and audits often trigger consideration of a GEIT initiative and these results can be 
used as input to phase 1.

Key Activities
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Figure 5—Components of the Life Cycle 

Figure 6—Seven Phases of the Implementation Life Cycle 
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Phase 1—What Are the Drivers?
Phase 1 identifies current change drivers and creates at executive management levels a desire to change that is then 
expressed in an outline of a business case. A change driver is an internal or external event, condition or key issue 
that serves as a stimulus for change. Events, trends (industry, market or technical), performance shortfalls, software 
implementations and even the goals of the enterprise can act as change drivers. Risk associated with implementation of 
the programme itself will be described in the business case and managed throughout the life cycle. Preparing, maintaining 
and monitoring a business case are a fundamental and important disciplines for justifying, supporting and then ensuring 
successful outcomes of any initiative, including the improvement of GEIT. They ensure a continuous focus on the benefits 
of the programme and their realisation. Appendix D contains an example GEIT business case.

Phase 2—Where Are We Now?
Phase 2 aligns IT-related objectives with enterprise strategies and risk, and prioritises the most important enterprise goals, 
IT-related goals and processes. COBIT 5 provides a generic mapping of enterprise goals to IT-related goals to IT processes 
to help with the selection. Given the selected enterprise and IT-related goals, critical processes are identified that need to 
be of sufficient capability to ensure successful outcomes. Management needs to know its current capability and where 
deficiencies may exist. This is achieved by a process capability assessment of the as-is status of the selected processes.

Phase 3—Where Do We Want To Be?
Phase 3 sets a target for improvement followed by a gap analysis to identify potential solutions. Some solutions will be 
quick wins and others more challenging, long-term tasks. Priority should be given to projects that are easier to achieve and 
likely to give the greatest benefit. Longer-term tasks should be broken down into manageable pieces.

Phase 4—What Needs To Be Done?
Phase 4 plans feasible and practical solutions by defining projects supported by justifiable business cases and developing a 
change plan for implementation. A well-developed business case will help ensure that the project’s benefits are identified 
and continually monitored.

Phase 5—How Do We Get There?
Phase 5 provides for the implementation of the proposed solutions into day-to-day practices and the establishment of 
measures and monitoring systems to ensure that business alignment is achieved and performance can be measured. 
Success requires engagement, awareness and communication, understanding and commitment of top management, and 
ownership by the affected business and IT process owners.

Phase 6—Did We Get There?
Phase 6 focuses on sustainable transition of the improved governance and management practices into normal business 
operations and monitoring achievement of the improvements using the performance metrics and expected benefits.

Phase 7—How Do We Keep the Momentum Going?
Phase 7 reviews the overall success of the initiative, identifies further governance or management requirements and 
reinforces the need for continual improvement. It also prioritises further opportunities to improve GEIT.

Programme and project management is based on good practices and provides for checkpoints at each of the seven phases 
to ensure that the programme’s performance is on track, the business case and risk are updated, and planning for the 
next phase is adjusted as appropriate. It is assumed that the enterprise’s standard approach would be followed. Further 
guidance on programme and project management can also be found in COBIT 5 process BAI01. Although reporting is not 
mentioned explicitly in any of the phases, it is a continual thread through all of the phases and iterations.

The time spent per phase will differ greatly depending on (amongst other factors) the specific enterprise environment, its 
maturity, and the scope of the implementation or improvement initiative. However, the overall time spent on each iteration 
of the full life cycle ideally should not exceed six months, with improvements applied progressively; otherwise, there is a 
risk of losing momentum, focus and buy-in from stakeholders. The goal is to get into a rhythm of regular improvements. 
Larger-scale initiatives should be structured as multiple iterations of the life cycle.

Over time, the life cycle will be followed iteratively while building a sustainable approach. This becomes a normal 
business practice when the phases in the life cycle are everyday activities and continual improvement occurs naturally.
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Getting Started—Identify the Need to Act:  Recognising Pain Points  
and Trigger Events

Many factors may indicate a need for new or revised GEIT practices. It is, however, 
important to note that these symptoms may not only point to underlying issues that 
need to be addressed, but could also be indicative of other issues (or a combination 
of factors). For example, if business has the perception that IT costs are unacceptably 
high, this may be due to governance and/or management issues (such as the 
inappropriate criteria being used in the IT investment management process), but it 
could also be due to a legacy underinvestment in IT that now manifests in significant 
investments being required.

By using pain points or trigger events as the launching point for GEIT initiatives, 
the business case for improvement will be related to issues being experienced, which 
will improve buy-in. A sense of urgency can be created within the enterprise that is 
necessary to kick off the implementation. In addition, quick wins can be identified 
and value-add can be demonstrated in areas that are the most visible or recognisable in the enterprise. This provides a 
platform for introducing further changes and can assist in gaining widespread senior management commitment and 
support for more pervasive changes.

Typical Pain Points
New or revised GEIT practices can typically solve or be part of a solution to the following symptoms:
 Business frustration with failed initiatives, rising IT costs and a perception of low business value—While 
many enterprises continue to increase their investment in information technology, the value of these investments and 
overall performance of IT are often questioned or not fully realised. This can be indicative of a GEIT issue where the 
communication between IT and the business needs to be improved and a common view on the role and value of IT 
needs to be established. It can also be a consequence of suboptimal portfolio and project formulation, proposal and 
approval mechanisms.
Significant incidents related to IT-related business risk, such as data loss or project failure—These significant 
incidents are often the tip of the iceberg and the impacts can be exacerbated if they receive public and/or media 
attention. Further investigation often leads to the identification of deeper and structural misalignments or even a 
complete lack of an IT risk-aware culture within the enterprise. Stronger GEIT practices are then required to get a 
complete view and a solid understanding of IT-related risk and how it should be managed.
 Outsourcing service delivery problems such as agreed-on service levels not being consistently met—Issues 
with service delivery by external service providers may be due to governance issues such as a lack of defined or 
inadequate tailoring of third-party service management processes (including control and monitoring) with associated 
responsibilities and accountabilities to fulfil business IT service requirements.
Failure to meet regulatory or contractual requirements—In many enterprises, ineffective or inefficient governance 
mechanisms prevent complete integration of relevant laws, regulations and contractual terms into organisational 
systems or lack an approach for managing them. Regulations and compliance requirements are generally increasing 
globally, often with an impact on IT-enabled activities.
IT’s limitations of the enterprise’s innovation capabilities and business agility—A common complaint is that IT’s 
role is that of a support function, whereas there is a requirement for innovation capabilities to provide a competitive 
edge. These are symptoms that may point to a lack of true bidirectional alignment between business and IT, which 
could be due to communication issues or suboptimal business involvement in IT decision making. It could also be 
due to business involving IT at too late a stage during strategic planning and business-driven initiatives. This issue 
typically can be highlighted when economic conditions require rapid enterprise responses such as the introduction of 
new products or services.
Regular audit findings about poor IT performance or reported IT quality of service problems—This may 
be indicative of service levels not being in place or not functioning well, or inadequate business involvement in IT 
decision making.
Hidden and rogue IT spending—A sufficiently transparent and comprehensive view of IT expenditures and 
investments is often lacking. IT spending can often be ‘hidden’ in business unit budgets or not classified as IT 
spending in the accounts, creating an overall biased view of IT costs.
Duplication or overlap between initiatives or wasting resources—This is often due to a lack of a portfolio/holistic  
view of all IT initiatives and indicates that process and decision structure capabilities around portfolio and 
performance management are not in place.

By using pain points or trigger 
events as the launching point 
for governance of enterprise 
IT initiatives, the business 
case for GEIT improvement 

can be related to issues being 
experienced, which will improve 

buy-in to the business case.
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Insufficient IT resources, staff with inadequate skills or staff burnout/dissatisfaction—These are significant 
IT human resource management issues that require effective oversight and good governance to ensure that people 
management and skills development are addressed effectively. It could also be indicative of (amongst other factors) 
underlying weaknesses in IT demand management and internal service delivery practices.
IT-enabled changes frequently failing to meet business needs and delivered late or over budget—These pain 
points could be related to problems with business-IT alignment, definition of business requirements, lack of a benefit 
realisation process, or suboptimal implementation and project/programme management processes.
Multiple and complex IT assurance efforts—This could be indicative of poor co-ordination between the business 
and IT regarding the need for and execution of IT-related assurance reviews. An underlying cause could be a low level 
of business trust in IT, causing the business to initiate its own reviews, or a lack of adequate business accountability 
for IT assurance reviews, resulting in the business being unaware when they take place.
Board members, executives or senior managers who are reluctant to engage with IT, or a lack of committed 
and satisfied business sponsors for IT—These pain points often relate to a lack of business understanding and 
insight into IT, a lack of IT visibility at the appropriate levels, a lack of management structures, or issues with board 
mandates, often caused by poor communication between the business and IT and the misunderstanding of the business 
and IT by the business sponsors for IT.
Complex IT operating models—The complexity inherent in, for example, decentralised or federated IT 
organisations that often have different structures, practices and policies requires a strong focus on GEIT to ensure 
optimal IT decision making and effective and efficient operations. This pain point often becomes more significant 
with globalisation because each territory or region may have specific and potentially unique internal and external 
environmental factors to be addressed.

Trigger Events in the Internal and External Environments
In addition to the symptoms described previously, other events in the enterprise’s internal and external environments, such 
as the following, can signal or trigger a focus on GEIT and drive it high on the enterprise agenda:

Merger, acquisition or divestiture—The strategic and operational consequences relating to IT may be significant 
following a merger, acquisition or divestiture. During due diligence reviews there will be a need to gain an 
understanding of IT issues in the environment(s). Also, amongst all of the other integration or restructuring 
requirements, there will be a need to design the appropriate GEIT mechanisms for the new environment.
A shift in the market, economy or competitive position—For example, an economic downturn could lead 
enterprises to revise GEIT mechanisms to enable large-scale cost optimisation or performance improvement.
Change in business operating model or sourcing arrangements—For example, a move from a decentralised or 
federated model towards a more centralised operating model will require changes to GEIT practices to enable more 
central IT decision making. Another example could be the implementation of shared service centres for areas such as 
finance, human resources (HR) or procurement. This may have IT impacts such as the consolidation of fragmented IT 
application or infrastructure domains with associated changes to the IT decision-making structures or processes that 
govern them. The outsourcing of some IT functions and business processes may similarly lead to a focus on GEIT.
New regulatory or compliance requirements—As an example, expanded corporate governance reporting 
requirements and financial regulations trigger a need for better GEIT as well as the focus on information privacy 
caused by the pervasiveness of IT.

—An example is the migration of some enterprises to a  
service-oriented architecture (SOA) and cloud computing. This fundamentally changes the way that infrastructure 
and application functionality is developed and delivered, which also may require changes to the way the associated 
processes and other enablers are governed and managed.
An enterprisewide governance focus or project—Such projects will likely trigger initiatives in the GEIT area.
A new CIO, chief financial officer (CFO), chief executive officer (CEO) or board member—The appointment 
of new C-level representatives can often trigger an assessment of current GEIT mechanisms and initiatives to address 
any weak areas found.
External audit or consultant assessments—An assessment by an independent third party against appropriate 
practices can typically be the starting point of a GEIT improvement initiative.
A new business strategy or priority—Pursuing a new business strategy will have GEIT implications. For example, a 
business strategy of being close to customers—i.e., knowing who they are, their requirements, and responding to these 
requirements in the best possible manner—may require more freedom of IT decision making for a business  
unit/country as opposed to central decision making at the corporate or holding level.
Desire to significantly improve the value to be gained from IT—A need to improve competitive advantage, be 
innovative, optimise assets, or create new business opportunities can call attention to GEIT.
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The need to act should be recognised and widely solicited and communicated. This communication can be either in the 
form of a ‘wake-up call’ (where pain points are being experienced) or an expression of the improvement opportunity to 
be pursued and benefits that will be realised. Current GEIT pain points or trigger events provide a starting point—the 
identification of these can typically be done through high-level health checks, diagnostics or capability assessments. These 
techniques have the added benefit of creating consensus on the issues to be addressed. It can be beneficial to ask a third 
party to perform a review to obtain an independent and objective high-level view on the current situation, which may 
increase buy-in to take action.

There is a need to strive for commitment and buy-in of the board and executive management from the beginning. To  
do this, the GEIT programme and its objectives and benefits need to be clearly expressed in business terms. The correct  
level of urgency needs to be instilled, and the board and executive management should be aware of the value that  
well-governed and -managed IT can bring to the enterprise as well as the risk of not taking action. This will also ensure  
that alignment amongst the GEIT programme and the enterprise objectives and strategy, enterprise objectives for IT, 
enterprise governance, and ERM initiatives (if existing) is considered from the start. The identification and realisation of 
some quick wins (visible issues that can be addressed relatively quickly and help establish the credibility of the overall 
initiative by demonstrating benefits) can be a useful mechanism for obtaining board commitment.

Once the direction has been set at the top, an overall view of change enablement at all levels should be taken. The wider 
scale and scope of change need to be understood first in hard business terms, but also from a human and behavioural 
perspective. All of the stakeholders involved in or affected by the change need to be identified and their position relative 
to the change established. The 2011 GEIT survey4 showed that change enablement can be one of the biggest challenges to 
implementing GEIT:  38 percent of respondents mentioned change management as a challenge and 41 percent reported 
communication issues. A key motivator for change is the identification of incentives for business and IT managers to 
promote GEIT implementation.

Stakeholder Involvement
There are many stakeholders who need to collaborate to achieve the overall objective of improved IT performance.  
COBIT 5 is based on stakeholder needs and the approach provided in this guide will help to develop an agreed-on and 
common understanding of what needs to be achieved to satisfy specific stakeholder concerns in a co-ordinated and 
harmonised way. The most important stakeholders and their concerns are:

Board and executive management—How do we set and define enterprise direction for the use of IT and monitor  
the establishment of relevant and required GEIT enablers so that business value is delivered and IT-related risk  
is mitigated?
 Executive business management, IT management and process owners—How do we enable the enterprise to define/
align IT-related goals to ensure that business value is delivered from the use of IT and IT-related risk is mitigated?
Business management, IT management and process owners—How do we plan, build, deliver and monitor 
information and IT solutions and service capabilities as required by the business and directed by the board?
Risk, compliance and legal experts—How do we ensure that we are in compliance with policies, regulations, laws 
and contracts, and that risk is identified, assessed and mitigated?
Internal audit—How do we provide independent assurance on value delivery and risk mitigation?

Key success factors for implementation are:

implement to demonstrate benefit and build confidence for further improvement.

Recognising Stakeholders’ Roles and Requirements

Internal Stakeholders
In figure 6, an overview of internal stakeholders, their most important high-level responsibilities and accountabilities in 
the improvement process, and their interest in the outcomes of the implementation programme is provided. These represent 
generic examples. As such, some adaptation, extension and customisation will be required.

4 Op cit ITGI GEIT Status Report
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Figure 7—Overview of Internal GEIT Stakeholders

Internal Stakeholders
Important High-level Accountabilities  

and Responsibilities Interest in the Implementation Programme Outcomes

Board and executive 
management

Set the overall direction, context and objectives for the 
improvement programme and ensure alignment with 
the enterprise business strategy, governance and risk 
management. Provide visible support and commitment 
for the initiative, including the roles of sponsoring 
and promoting the initiative. Approve the outcomes of 
the programme, and ensure that envisioned benefits 
are attained and corrective measures are taken 
as appropriate. Ensure that the required resources 
(financial, human and other) are available to the initiative. 
Set the direction at the top and lead by example.

The board and executive management are interested 
in obtaining the maximum business benefits from the 
implementation programme. They want to ensure that 
all relevant required issues and areas are addressed, 
required activities are undertaken, and expected 
outcomes are successfully delivered.

Business management and 
business process owners

Provide applicable business resources to the core 
implementation team. Work with IT to ensure that the 
outcomes of the improvement programme are aligned 
to and appropriate for the business environment of the 
enterprise, and that value is delivered and risk is managed. 
Visibly support the improvement programme and work 
with IT to address any issues that are experienced. 
Ensure that the business is adequately involved during 
implementation and in the transition to use.

These stakeholders would like the programme to result 
in better alignment of IT with the overall business 
environment and their specific areas.

CIO Provide leadership to the programme and applicable 
IT resources to the core implementation team. Work 
with business management and executives to set the 
appropriate objectives, direction and approach for  
the programme. 

The CIO wants to ensure that all GEIT implementation 
objectives are obtained. For the CIO, the programme 
should result in mechanisms that will continually improve 
the relationship with, and alignment to, the business 
(including having a shared view on IT performance), lead 
to better management of IT supply and demand, and 
improve the management of IT-related business risk.

IT management and IT 
process owners, e.g., head of 
operations, chief architect, IT 
security manager, business 
continuity management 
specialist

Provide leadership for applicable work streams of 
the programme and resources to the implementation 
team. Give key input into the assessment of current 
performance and setting of improvement targets for 
process areas with the respective domains. Provide input 
on relevant good practices that should be incorporated 
and provide expert advice. Ensure that the business case 
and programme plan are realistic and achievable.

These stakeholders are interested in ensuring that the 
improvement initiative results in better governance of 
IT overall and in their individual areas, and the business 
inputs required to do so are obtained in the best  
possible way.

Compliance, risk management 
and legal experts

Participate as required throughout the programme and 
provide compliance, risk management and legal inputs 
on relevant issues. Ensure alignment with the overall 
ERM approach (if existing) and confirm that relevant 
compliance and risk management objectives are met, 
issues are considered, and benefits are attained. Provide 
guidance as required during implementation.

These stakeholders want to ensure that the initiative puts 
in place or improves the mechanisms for ensuring legal 
and contract compliance as well as effective IT-related 
business risk management, and these are aligned to any 
enterprisewide approaches that may exist.

Internal audit Participate as required throughout the programme and 
provide audit inputs on relevant issues. Provide advice 
on current issues being experienced and input on 
control practices and approaches. Review the feasibility 
of business cases and implementation plans. Provide 
guidance as required during implementation.  
A potential role could also be to verify assessment 
results independently.

These stakeholders are interested in the outcomes of 
the implementation programme with regard to control 
practices and approaches, and how the mechanisms 
that are put in place or improved will enable current 
audit findings to be addressed.

Implementation team
(combined business and IT 
team, consisting of individuals 
from previous stakeholder 
categories)

Direct, design, control, drive and execute the  
end-to-end programme from the identification of 
objectives and requirements to the eventual evaluation of 
the programme against business case objectives and the 
identification of new triggers and objectives for further 
implementation or improvement cycles. Ensure skills 
transfer during the transition from an implementation 
environment to the operation, use and maintenance 
environments.

The team wants to ensure that all envisioned outcomes 
of the GEIT initiative are obtained and maximised.

Employees Support GEIT. These stakeholders are interested in the impact(s) the 
initiative will have on their day-to-day lives—their jobs, 
roles and responsibilities, and activities.
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External Stakeholders
In addition to the internal stakeholders listed in figure 7, there are also several external stakeholders. While these 
stakeholders do not have any direct accountabilities or responsibilities in the improvement programme, they may have 
requirements that need to be satisfied. Figure 8 presents generic examples.

Figure 8—Example External GEIT Stakeholders

External Stakeholders Interest in the Implementation Programme Outcomes

IT service providers The enterprise management should ensure that there is alignment and interface between the enterprise’s overall GEIT and 
the governance and management of the services they provide.

Regulators Regulators are interested in whether the implementation programme outcomes satisfy and/or provide structures and 
mechanisms to satisfy all applicable regulatory and compliance requirements.

Shareholders  
(where relevant)

Shareholders may partially base investment decisions on the state of an enterprise’s governance and its track record in this 
area.

Customers Customers could be affected by the degree to which GEIT objectives are met. An example is IT-related business risk 
management. If an enterprise is exposed in the security domain, e.g., through loss of customer banking data, the customer 
will be affected. The customer has an indirect interest in the successful outcomes of the implementation programme.

External auditors External auditors may be able to place more reliance on IT-related controls as a result of an effective implementation 
programme and will be interested in regulatory compliance aspects and financial reporting.

Business partners,  
e.g., suppliers

Business partners that use automated electronic transactions with the enterprise could have an interest in the outcomes of 
the implementation programme with respect to improved information security, integrity and timeliness. They may also be 
interested in regulatory compliance and international standards certifications that could be outcomes of the programme.

Independent Assurance and the Role of Auditors
IT managers and stakeholders need to be aware of the role of assurance professionals—they can be internal auditors, 
external auditors, ISO/IEC standards auditors, or any professional commissioned to provide an assessment on IT services 
and processes. Increasingly, the board and executive management will seek independent advice and opinions regarding 
critical IT functions and services. There is also a general increase in the need to demonstrate compliance with national and 
international regulations.
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CHAPTER 4 
IDENTIFYING IMPLEMENTATION CHALLENGES AND SUCCESS FACTORS

Experiences from GEIT implementations have shown that there can be several practical issues that need to be overcome 
for the initiative to be successful and for continual improvement to be sustained. This chapter describes several of these 
challenges as well as the likely root causes and the factors that should be considered to ensure successful outcomes.

Creating the Appropriate Environment

Phase 1—What Are the Drivers?
Figure 9 lists challenges and their root causes and success factors in phase 1.

Figure 9—Phase 1—What Are the Drivers?

Challenges
Lack of senior management buy-in, commitment and support 
Difficulty in demonstrating value and benefits

Root causes

 
for improvement

Success factors

and accountability for action.

success.
status quo.

 
cannot recognise.

necessary for success.
 

IT investment.

Challenges
Difficulty in getting the required business participation 
Difficulty in identifying stakeholders and role players

Root causes
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Figure 9—Phase 1—What Are the Drivers? (cont.)

Challenges
Difficulty in getting the required business participation 
Difficulty in identifying stakeholders and role players

Success factors
responsibilities in GEIT.

current problems and opportunities for improvement.

Challenge Lack of business insight amongst IT management

Root causes

Success factors

adequate business insight and is involved early in new initiatives.

vice versa to gain experience 
and improve communications.

 
and HR.

Challenges
Lack of current enterprise policy and direction
Weak current enterprise governance

Root causes

Success factors
on real issues related to compliance and enterprise performance.
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Phase 2—Where Are We Now? and Phase 3—Where Do We Want To Be?
Figure 10 lists the challenges and their root causes and success factors for phases 2 and 3.

Figure 10—Phase 2—Where Are We Now? and Phase 3—Where Do We Want To Be?

Challenges
Inability to gain and sustain support for improvement objectives
Communication gap between IT and the business

Root causes

and culture) or not adapting style to different audiences

Success factors

of objectives and establish meeting schedules to exchange strategy status, clarify misunderstandings and  
share information.

of maturity.
 

use visuals).

risk. Focus on added value for the business (expressed in business terms) as well as costs.

Challenge Cost of improvements outweighing perceived benefits

Root causes
 

and cost

appetite to direct funds or staff time left to deal with GEIT

Success factors
efficiencies and direct cost savings can be made by better governance.

Challenge Lack of trust and good relationships between IT and the enterprise

Root causes
vice versa

Success factors

terms) relating to proposed improvements.
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Phase 4—What Needs To Be Done?
Figure 11 lists the challenges and their root causes and success factors for phase 4.

Figure 11—Phase 4—What Needs To Be Done?

Challenge Failure to understand the environment

Root causes

Success factors
 

just for IT.

Challenge Various levels of complexity (technical, organisational, operating model)

Root causes

Success factors

change enablement programme.

Challenge Difficulty in understanding COBIT 5 and associated frameworks, procedures and practices

Root causes

Success factors

enablers when designing processes.

Challenge Resistance to change

Root causes Resistance is a natural behavioural response when the status quo is threatened, but it may also indicate an underlying 
concern such as:

Success factors

– Development
– Training
– Coaching
– Mentoring
– Skills transfer
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Figure 11—Phase 4—What Needs To Be Done (cont.)

Challenge Failure to adopt improvements

Root causes

misunderstandings and resistance to change

procedures that have no valid ownership

Success factors

monitors compliance.

Challenge Difficulty in integrating internal governance approach with the governance models of outsourcing partners

Root causes

Success factors

 
GEIT practices and levels.

Phase 5—How Do We Get There?
Figure 12 lists the challenges and their root causes and success factors for phase 5.

Figure 12—Phase 5—How Do We Get There?

Challenge Failure to realise implementation commitments

Root causes

Success factors

what the scope will deliver.



32

 IMPLEMENTATION

Figure 12—Phase 5—How Do We Get There? (cont.)

Challenge Trying to do too much at once; tackling overly complex and/or difficult problems

Root causes

Success factors

correct order. Capitalise on quick wins.

Challenge IT and/or business in fire-fighting mode and/or not prioritising well and unable to focus on governance 

Root causes

Success factors

Challenge
Lack of required skills and competencies, e.g., understanding governance, management, business, processes,  
soft skills

Root causes

Success factors
– Development
– Training
– Coaching
– Mentoring
– Feedback into recruitment process
– Cross-skilling
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Phase 6—Did We Get There? and Phase 7—How Do We Keep the Momentum Going?
Figure 13 lists the challenges and the root causes and success factors for phases 6 and 7.

Figure 13—Phase 6—Did We Get There? and Phase 7—How Do We Keep the Momentum Going?

Challenge Failure to adopt or apply improvements

Root causes

Success factors

Challenge Difficulty in showing or proving benefits

Root causes

Success factors

Challenge Lost interest and momentum

Root causes

Success factors
 good governance. Communicate to all stakeholders the successful improvements already achieved.
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ENABLING CHANGE

The Need for Change Enablement

Successful implementation or improvement depends on implementing the appropriate change (the good practices) in the 
correct way. In many enterprises, there is a significant focus on the first aspect, but not enough emphasis on managing 
the human, behavioural and cultural aspects of the change and motivating stakeholders to buy into the change. Change 
enablement is one of the biggest challenges to GEIT implementation.

It should not be assumed that the various stakeholders involved in, or affected by, new or revised governance arrangements 
will necessarily readily accept and adopt the change. The possibility of ignorance and/or resistance to change needs to be 
addressed through a structured and proactive approach. Also, optimal awareness of the programme should be achieved 
through a communication plan that defines what will be communicated, in what way and by whom throughout the various 
phases of the programme.

When reviewing a major recent IT transformation initiative, the US Department of 
Veterans Affairs (VA) noted, ‘The primary challenge the VA will face in achieving 
this transformation will be gaining the acceptance and support of all VA personnel, 
including leadership, middle managers and field staff’.5 The VA has stated that its  
effort cannot succeed if it only addresses technological transformation; it recognises  
that the human factor that is needed to achieve acceptance, change the enterprise and 
change the way business is conducted is critical to success.

COBIT 5 defines change enablement as:

A systematic process of ensuring that all stakeholders are prepared and committed 
to the changes involved in moving from a current state to a desired future state.

All key stakeholders should be involved. At a high level, change enablement typically entails:

process. These plans may include training, communication, organisation design (job content, organisational structure), 
process redesign and updated performance management systems.

In terms of a typical GEIT implementation, the objective of change enablement is having enterprise stakeholders from  
the business and IT leading by example and encouraging staff at all levels to work according to the desired new way.  
Examples of desired behaviour include:

investments or security

This can be best achieved by gaining the commitment of the stakeholders (diligence and due care, leadership, and in 
communicating and responding to the workforce) and selling the benefits. If necessary, it may be required to enforce 
compliance. In other words, human, behavioural and cultural barriers must be overcome so that there is a common interest to 
properly adopt, instil a will to adopt and ensure the ability to adopt a new way. It may be useful to draw on change enablement 
skills within the enterprise or, if necessary, from external consultants to facilitate the change in behaviour.

In many enterprises, there is not 
enough emphasis on managing 

the human, behavioural and 
cultural aspects of the change 
and motivating stakeholders to 

buy into the change.

5 Walters, Jonathan; ‘Transforming Information Technology at the Department of Veterans Affairs’, IBM Center for the Business of Government, USA, 2009
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Change Enablement of GEIT Implementation
Various approaches to enabling change have been defined over the years and they 
provide valuable input that could be utilised during the implementation life cycle. 
One of the most widely accepted approaches to change enablement has been 
developed by John Kotter:6

1. Establish a sense of urgency.
2. Form a powerful guiding coalition.
3. Create a clear vision that is expressed simply.
4. Communicate the vision.
5. Empower others to act on the vision.
6. Plan for and create short-term wins.
7. Consolidate improvements and produce more change.
8. Institutionalise new approaches.

The Kotter approach has been chosen as an example and adapted for the specific requirements of a GEIT implementation 
or improvement. This is illustrated by the change enablement life cycle in figure 14.

The following subsections create a high-level, but holistic, overview by discussing briefly each phase of the change 
enablement life cycle as applied to a typical GEIT implementation.

Figure 14—Seven Phases of the Implementation Life Cycle

Phases in the Change Enablement Life Cycle Create the  
Appropriate Environment

The overall enterprise environment should be analysed to determine the most appropriate change enablement approach. 
This will include aspects such as the management style, culture (ways of working), formal and informal relationships, 
and attitudes. It is also important to understand other IT or enterprise initiatives that are ongoing or planned, to ensure that 
dependencies and impacts are considered.

It should be ensured from the start that the required change enablement skills, competencies and experience are available 
and utilised, for example, by involving resources from the HR function or by obtaining external assistance.

As an outcome of this phase, the appropriate balance of directive and inclusive change enablement activities required to 
deliver sustainable benefits can be designed.

Human, behavioural and cultural 
barriers must be overcome so 

that there is a common interest  
to properly adopt, instil a  

will to adopt and ensure the 
ability to adopt a new way. 
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Phase 1—Establish the Desire to Change
The purpose of this phase is to understand the breadth and depth of the envisioned change, the various stakeholders that 
are affected, the nature of the impact on and involvement required from each stakeholder group, as well as the current 
readiness and ability to adopt the change.

Current pain points and trigger events can provide a good foundation for establishing the desire to change. The  
‘wake-up call’, an initial communication on the programme, can be related to real-world issues that the enterprise may  
be experiencing. Also, initial benefits can be linked to areas that are highly visible to the enterprise, creating a platform for 
further changes and more widespread commitment and buy-in.

While communication is a common thread throughout the implementation or improvement initiative, the initial 
communication or wake-up call is one of the most important and should demonstrate the commitment of senior 
management. Therefore, it should ideally be communicated by the executive committee or CEO.

Phase 2—Form an Effective Implementation Team
Dimensions to consider in assembling an effective core implementation team include involving the appropriate areas from 
business and IT as well as the knowledge and expertise, experience, credibility, and authority of team members. Obtaining 
an independent, objective view, as provided by external parties such as consultants and a change agent, could also be 
highly beneficial by aiding the implementation process or addressing skill gaps that may exist within the enterprise. 
Therefore, another dimension to consider is the appropriate mix of internal and external resources.

The essence of the team should be a commitment to:

It is important to identify potential change agents within different parts of the business that the core team can work with to 
support the vision and cascade changes down.

Phase 3—Communicate Desired Vision
A high-level change enablement plan should be developed in conjunction with the overall programme plan. A key 
component of the change enablement plan is the communication strategy, which should address who the core audience 
groups are, their behavioural profiles and information requirements, communication channels, and principles.

The desired vision for the implementation or improvement programme should be communicated in the language of those 
affected by it. The communication should include the rationale for and benefits of the change as well as the impacts of not 
making the change (purpose), the vision (picture), the road map to achieving the vision (plan) and the involvement required 
of the various stakeholders (part).7 Senior management should deliver key messages (such as the desired vision). It should 
be noted in the communication that both behavioural/cultural and logical aspects should be addressed, and that the emphasis 
is on two-way communication. Reactions, suggestions and other feedback should be acted upon and captured.

Phase 4—Empower Role Players and Identify Quick Wins
As core improvements are designed and built, change response plans are developed to empower various role players.  
The scope of these may include:

 
reward systems

Any quick wins that can be realised are important from a change enablement perspective. These could be related to the 
pain points and trigger events discussed in chapter 3. Visible and unambiguous quick wins can build momentum and 
credibility for the programme and help to address any scepticism that may exist.

It is imperative to use a participative approach in the design and building of the core improvements. By engaging those 
affected by the change in the actual design, e.g., through workshops and review sessions, buy-in can be increased.

7 The ‘four Ps’ (purpose, picture, plan and part) is from:  Bridges, William; Managing Transitions:  Making the Most of Change, Addison-Wesley, USA, 1999
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Phase 5—Enable Operation and Use
As initiatives are implemented within the core implementation life cycle, the change response plans also are implemented. 
Quick wins that have been realised are built on, and the behavioural and cultural aspects of the broader transition are 
addressed (issues such as dealing with fears of loss of responsibility, new expectations and unknown tasks).

It is important to balance group and individual interventions to increase buy-in and engagement and to ensure that all 
stakeholders obtain a holistic view of the change.

Solutions will be rolled out, and during this process, mentoring and coaching will be critical to ensure uptake in the user 
environment. The change requirements and objectives that had been set during the start of the initiative should be revisited 
to ensure that they were adequately addressed.

Success measures should be defined and should include both hard business measures and perception measures that track 
how people feel about a change.

Phase 6—Embed New Approaches
As concrete results are achieved, new ways of working should become part of the 
enterprise’s culture and be rooted in its norms and values (the way we do things 
around here) by, for example, implementing policies, standards and procedures. The 
implemented changes should be tracked, and the effectiveness of the change response 
plans should be assessed and corrective measures taken as appropriate. This might 
include enforcing compliance where still required.

The communication strategy should be maintained to sustain ongoing awareness.

Phase 7—Sustain
Changes are sustained through conscious reinforcement and an ongoing communication campaign, and they are 
maintained and demonstrated by continued top management commitment.

Corrective action plans are implemented, lessons learned are captured and knowledge is shared with the broader enterprise.

Changes are sustained by 
stakeholders leading by 

example, through conscious 
reinforcement and an ongoing 

communication campaign.
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CHAPTER 6 
IMPLEMENTATION LIFE CYCLE TASKS, ROLES AND RESPONSIBILITIES

Introduction

Continual improvement of GEIT is accomplished using the seven-phase implementation life cycle. Each phase is 
described with:

and not every role necessarily must exist as a specific function.

 –  Phase objective
 –  Phase description
 –  Continual improvement tasks
 –  Change enablement tasks
 –  Programme management tasks
 –  Examples of the inputs likely to be required
 –  Suggested ISACA and other framework items to be utilised
 –  The outputs that need to be produced

continual improvement (CI), change enablement (CE) and programme management (PM) tasks, with corresponding 
cross-references. The activities covered in the RACI chart are the most important ones, e.g., activities that produce 
deliverables or outputs to the next phase, have a milestone attached to them, or are critical to the success of the overall 
initiative. Not all activities are included, in the interest of keeping this guidance concise.

This guidance is not intended to be prescriptive, but rather a generic phase and task plan that should be adapted to suit a 
specific implementation.

Phase 1—What Are the Drivers?
Figures 15, 16, 17 and 18 describe phase 1.

Figure 15—Continual Improvement Life Cycle Phase 1
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Figure 16—Roles in Phase 1

When you are... Your role in this phase is to...

Board and executive Provide guidance regarding stakeholder needs, business strategy, priorities, objectives and guiding principles with 
respect to governance and management of enterprise IT. Approve the high-level approach.

Business management Together with IT, ensure that stakeholder needs and business objectives have been stated with sufficient clarity to 
enable translation into business goals for IT, and provide input to understanding of risk and priorities.

IT management Gather requirements and objectives from all stakeholders, gaining consensus on approach and scope. Provide expert 
advice and guidance regarding IT matters.

Internal audit Provide advice and challenge proposed activities and actions, ensuring that objective and balanced decisions are made. 
Provide input on current issues. Provide advice regarding controls and risk management practices and approaches.

Risk, compliance and legal Provide advice and guidance regarding risk, compliance and legal matters. Ensure that the management-proposed 
approach is likely to meet risk, compliance and legal requirements.

Figure 17—Phase 1 Description

Phase 1 What Are the Drivers?

Phase objective Obtain an understanding of the programme background and objectives and current governance approach. Define the initial 
programme concept business case. Obtain the buy-in and commitment of all key stakeholders.

Phase description This phase articulates the compelling reasons to act within the organisational context. In this context the programme 
background, objectives and current governance culture are defined. The initial programme concept business case is 
defined. The buy-in and commitment of all key stakeholders is obtained.

Continual improvement 
(CI) tasks

Recognise the need to act:
1. Identify current governance context, business IT and IT pain points, events and symptoms triggering the need to act.

stakeholder needs.
3. Identify business priorities and business strategy dependent on IT, including any current significant projects.
4. Align with enterprise policies, strategies, guiding principles and any ongoing governance initiatives.

6. Define GEIT policy, objectives, guiding principles and high-level improvement targets.
7.  Ensure that the executives and board understand and approve the high-level approach and accept the risk of not taking 

any action on significant issues.

Change enablement (CE) 
tasks

Establish the desire to change:
1. Ensure integration with enterprise-level change enablement approaches or programmes, if any exist.

structure, management style(s), culture, ways of working, formal and informal relationships, and attitudes.
3. Determine other ongoing or planned enterprise initiatives to determine change dependencies or impacts.

management) as well as different levels (e.g., executives, middle management) and consider their needs.
6.  Determine the level of support and involvement required from each stakeholder group or individual, their influence and 

the impact of the change initiative on them.
7. Determine the readiness and ability to implement the change for each stakeholder group or individual.

IT executive strategy or steering committee (or an equivalent governance structure) to create awareness of the 
programme, its drivers and its objectives amongst all stakeholders.

9. Eliminate any false signs of security or complacency by, for example, highlighting compliance or exception figures.

Programme management 
(PM) tasks

Initiate the programme:
1.  Provide high-level strategic direction and set high-level programme objectives in agreement with the IT executive 

strategy committee or equivalent (if one exists).

programme manager and all important stakeholders.
3.  Develop an outline business case indicating the success factors to be used to enable performance monitoring and 

reporting of the success of the governance improvement.
4. Obtain executive sponsorship.

Input

IT pain points
www.isaca.org/cobitcasestudies

statements
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Figure 17—Phase 1 Description (cont.)

Phase 1 What Are the Drivers?

ISACA materials and other 
frameworks COBIT 5:  Enabling Processes www.isaca.org/cobit 

COBIT 5 Implementation  
D. Example Business Case)

www.isaca.org
The Business Case Guide:  Using Val IT 2.0

Output

understanding of the efforts required to manage human change

Fig

Figure 18—Phase 1 RACI Chart

Phase 2—Where Are We Now?
Figures 19, 20, 21 and 22 describe phase 2.

Figure 19—Continual Improvement Life Cycle Phase 2 

Key Activities

Identify issues triggering need to act (CI1). C/I A R R C C C C R

Identify business priorities and strategies affecting IT (CI3). C A R R C C C C R

Gain management agreement to act and obtain executive sponsorship (CI7). C A/R R C I I I I R

Instil the appropriate level of urgency to change (CE10). I A R R C C C C R

Produce convincing outline business case (PM3). I A R C C C C C R
A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

Responsibilities of Implementation Role Players

Bo
ar

d

IT
 E

xe
cu

tiv
e 

Co
m

m
itt

ee
CI

O

Bu
si

ne
ss

 E
xe

cu
tiv

e
IT

 M
an

ag
er

s
IT

 P
ro

ce
ss

 O
wn

er
s

IT
 A

ud
it

Ri
sk

 a
nd

 C
om

pl
ia

nc
e

Pr
og

ra
m

m
e 

St
ee

rin
g

7 H

ow
 do

 we k
eep

 the momentum going?

6 
Di

d 
we

 g
et

 th
er

e?

5 How do we get there?

4 What needs to be done?

3 Whe
re 

do
 w

e w
an

t t
o 

be
?

2 W
here are we now?

1 What are the drivers?

 Programme management
 (outer ring)

 Change enablement
 (middle ring)

 Continual improvement life cycle
 (inner ring)

Initiate programme

Define problem
s and

opportunities

Defin

e r
oa

d 
m

ap

Plan programme

Execute plan

Re
al

is
e 

be
ne

fit
s

Review

effectiveness

Operate

Identify role
Commun

ic
at

e

team

to change

and use

players

outc
om

e

Form
 im

plem
entation

Establish desire 

Em
be

d 
ne

w

 

Sustain

ap
pr

oa
ch

es

Im
plem

ent

improvements

sta
te

Assess

RecogniseMonitor

Op
er

at
e

im
provements Build

targ
et

current

need toand

an
d

Def
in

e

state

act
eva

luate

m
ea

su
re

Initiate programme

Defin

e ro
ad

m
ap

Plan programme

Execute plan

Re
al

is
e

be
ne

fit
s

Review

effectiveness

Operate

Identify role
Commun

ic
at

e

to change

and
use

players

outc
om

e

Establish desire

Em
be

d
ne

w

Sustain

ap
pr

oa
ch

es

Im
plem

ent

improvementss

sta
te

RecogniseMonitor

Op
er

at
e

im
provements Build

targ
et

need toand

an
d

Def
in

e

act
evav

luate

m
ea

su
re

Continualimprovement

Programmemanagement

Change enablement



42

 IMPLEMENTATION

Figure 20—Roles in Phase 2

When you are... Your role in this phase is to...

Board and executive Verify and interpret the results/conclusions of assessments.

Business management Assist IT with reasonableness of current assessments by providing the customer view.

IT management Ensure open and fair assessment of IT activities. Guide assessment of current practice. Obtain consensus.

Internal audit Provide advice, provide input to and assist with current-state assessments. If required, independently verify  
assessment results.

Risk, compliance and legal Review assessment to ensure that risk, compliance and legal issues have been considered adequately.

Figure 21—Phase 2 Description

Phase 2 Where Are We Now?

Phase objective Ensure that the programme team knows and understands the enterprise goals and how the business and IT function 
need to deliver value from IT in support of the enterprise goals, including any current significant projects. Identify the 
critical processes or other enablers that will be addressed in the improvement plan. Identify the appropriate management 
practices for each selected process. Obtain an understanding of the enterprise’s present and future attitude towards risk 
and IT risk position and determine how it will impact the programme. Determine the current capability of the selected 

Phase description This phase identifies the enterprise and IT-related goals, i.e., how IT contributes to the enterprise goals identified via 
solutions and services.

The focus is on identifying and analysing how IT creates value for the enterprise in enabling business transformation 
in an agile way, in making the current business processes more efficient, in making the enterprise more effective, and 
in meeting governance-related requirements such as managing risk, ensuring security, and complying with legal and 
regulatory requirements.

Based on the enterprise risk profile and its risk history and appetite, and actual benefit/value enablement risk, define 
benefit/value enablement risk, programme/project delivery and service delivery/IT operations risk to the enterprise and 

support this analysis.

The understanding of business and governance drivers and a risk assessment are used to focus on the processes critical to 
ensuring that IT goals are met. Then, it is necessary to establish how mature, well managed and executed these processes 
are, based on process descriptions, policies, standards, procedures and technical specifications, to determine whether they 
are likely to support the business and IT requirements. This is achieved by assessing the capability for each process.

The presence of specific pain points in an enterprise could also contribute to the selection of IT processes on which  
to focus.

Appendix A of this document provides example mappings of common pain points (as discussed in chapter 4) to  

Continual improvement
(CI) tasks

Assess current state:

framework and COBIT 5:  Enabling Processes provides generic examples and relationships that can be used):
1. Identify key enterprise and supporting IT-related goals.

3.  Identify key governance issues and weaknesses related to the current and required future solutions and services, the 
enterprise architecture needed to support the IT-related goals, and any constraints or limitations.

4.  Identify and select the processes critical to support IT-related goals and, if appropriate, key management practices for 
each selected process.

critical IT processes.
6. Identify and select IT processes critical to ensure that risk is avoided.

9. Document understanding of how the current process actually addresses the management practices selected earlier.

11. Define the current process capability rating.
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Figure 21—Phase 2 Description (cont.)

Phase 2 Where Are We Now?

Change enablement (CE) 
tasks

Form a powerful implementation team:
1.  Assemble a core team from the business and IT with the appropriate knowledge, expertise, profile, experience, 

credibility and authority to drive the initiative. Identify the most desirable person (effective leader and credible to the 
stakeholders) to lead this team. Consider the use of external parties, such as consultants, as part of the team to provide 
an independent and objective view or to address any skill gaps that may exist.

3.  Create the appropriate environment for optimal teamwork. This includes ensuring that the necessary time and 
involvement can be given.

4. Hold a workshop to create consensus (shared vision) within the team and adopt a mandate for the change initiative.

at various hierarchical levels supporting the vision, spreading the word on quick wins, cascading changes down, working 
with any blockers and cynics that may exist) to ensure widespread stakeholder buy-in during each phase of the life cycle.

6.  Document strengths identified during the current state assessment that can be used for positive elements in 
communications as well as potential quick wins that can be leveraged from a change enablement perspective.

Programme management 
(PM) tasks

Define problems and opportunities:
1. Review and evaluate the outline business case, programme feasibility and potential return on investment (ROI).

 
the definition and execution of the programme.

3. Identify challenges and success factors.

Input

to implement or buy into the change

 
project reports

ISACA resources  COBIT www.isaca.org/cobit 
COBIT 5:  Enabling Processes
as well as implementation and programme planning)
COBIT 5 Implementation

www.isaca.org

Output

delivery failures
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Figure 22—Phase 2 RACI Chart

Phase 3—Where Do We Want To Be?
Figures 23, 24, 25 and 26 describe phase 3.
 

Figure 23—Continual Improvement Life Cycle Phase 3

Figure 24—Roles in Phase 3

When you are... Your role in this phase is to...

Board and executive Set priorities, time scales and expectations regarding the future capability required from IT.

Business management Assist IT with the setting of capability targets. Ensure that the envisaged solutions are aligned to enterprise goals.

IT management Apply professional judgement in formulating improvement priority plans and initiatives. Obtain consensus on a required 
capability target. Ensure that the envisaged solution is aligned to IT-related goals.

Internal audit Provide advice and assist with target-state positioning and gap priorities. If required, independently verify  
assessment results.

Risk, compliance and legal Review plans to ensure that risk, compliance and legal issues have been addressed adequately.

Key Activities

Identify key IT goals supporting business goals (CI1). I C R C R C C C A

Identify processes critical to support IT and business goals (CI4).  I R C R C C C A

Assess risk related to achievement of goals (CI5).  I R C R R C R A

Identify processes critical to ensure that key risk is avoided (CI6).  I R R R C C R A

Assess current performance of critical processes (CI1 to CI11).  I R C R R C C A

Assemble a core team from the business and IT (CE1).  I R R C C C C A

Review and evaluate the business case (PM1). I A R R C C C C R

A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

Responsibilities of Implementation Role Players
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Figure 25—Phase 3 Description

Phase 3 Where Do We Want To Be?

Phase objective Determine the targeted capability for each of the selected processes. Determine the gaps between the as-is and the to-be 

create a detailed business case and high-level programme plan.

Phase description Based on the assessed current-state process capability levels, and using the results of the enterprise goals to IT-related 
goals analysis and identification of process importance performed earlier, an appropriate target capability level should be 
determined for each process. The chosen level should take into account available external and internal benchmarks. It is 
important to ensure the appropriateness to the business of the level chosen.

After the current capability of the process has been determined and the target capability planned, the gaps between as-is 
and to-be states should be evaluated and opportunities for improvement identified. After the gaps have been defined, 
the root causes, common issues, residual risk, existing strengths and best practices to close those gaps need to be 
determined.

This phase may identify some relatively easy-to-achieve improvements such as improved training, the sharing of good 

and IT management techniques to develop practical solutions. Experience in undertaking behavioural and organisational 
change will also be needed.

management software applications and services may be needed. To ensure that this phase is executed effectively, it is 
important for the team to work with the business and IT process owners and other required stakeholders, engaging internal 
expertise. If necessary, external advice should also be obtained. Risk that will not be mitigated after closing the gaps should 
be identified and formally accepted by management.

Continual improvement
(CI) tasks

Define target state and analyse gaps:
1. Define target for improvement:

capability levels for each process.

 
chosen target level.

achievable and desirable and can have the greatest positive impact within the chosen time frame.

3. Identify potential improvements:

Change enablement
(CE) tasks

Describe and communicate desired outcome:
1. Describe the high-level change enablement plan and objectives, which will include the following tasks and components.

group, core messages, optimal communication channels, and communication principles) to optimise awareness  
and buy-in.

3. Secure willingness to participate (picture of the change).
4.  Articulate the rationale for, and benefits of, the change to support the vision and describe the impact(s) of not making the 

change (purpose of the change).

6.  Describe the high-level road map to achieving the vision (plan for the change) as well as the involvement required of 
various stakeholders (role within the change).

9. Communicate through action—the guiding team should set an example.

11.  Capture initial communication feedback (reactions and suggestions) and adapt the communication  
strategy accordingly.
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Figure 25—Phase 3 Description (cont.)

Phase 3 Where Do We Want To Be?

Programme
management (PM)
tasks

Define road map:
1. Set programme direction, scope, benefits and objectives at a high level.

3. Consider risk and adjust scope accordingly.
4. Consider change enablement implications.

6. Create and evaluate a detailed business case, budget, time lines and high-level programme plan.

Input

ISACA resources  www.isaca.org/cobit 
COBIT 5:  Enabling Processes 

 
at www.isaca.org

Output

Figure 26—Phase 3 RACI Chart

Key Activities
Agree on target for improvement (CI1). I A R C R R C C R

Analyse gaps (CI2).  I R C R R C C A

Identify potential improvements (CI3).  I R C R R C C A

Communicate change vision (CE3).  A R R C I I I R

Set programme direction and prepare detailed business case (PM1, PM6). I A R C C C I I R

A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

Responsibilities of Implementation Role Players

Bo
ar

d

IT
 E

xe
cu

tiv
e 

Co
m

m
itt

ee
CI

O

Bu
si

ne
ss

 E
xe

cu
tiv

e
IT

 M
an

ag
er

s
IT

 P
ro

ce
ss

 O
wn

er
s

IT
 A

ud
it

Ri
sk

 a
nd

 C
om

pl
ia

nc
e

Pr
og

ra
m

m
e 

St
ee

rin
g



CHAPTER 6 
IMPLEMENTATION LIFE CYCLE TASKS, ROLES AND RESPONSIBILITIES

47

Phase 4—What Needs To Be Done?
Figures 27, 28, 29 and 30 describe phase 4.
 

Figure 27—Continual Improvement Life Cycle Phase 4

 

Figure 28—Roles in Phase 4

When you are... Your role in this phase is to...

Board and executive Consider and challenge proposals, support justified actions, provide budgets, and set priorities as appropriate.

Business management Together with IT, ensure that the proposed improvement actions are aligned with agreed-on enterprise and IT-related 
goals and that any activities requiring business input or action are supported. Ensure that required business resources 
are allocated and available. Agree with IT on the metrics for measuring the outcomes of the improvement programme.

IT management Ensure viability and reasonableness of the programme plan. Ensure that the plan is achievable and that there are 
resources available to execute the plan. Consider the plan together with priorities of the enterprise’s portfolio of  
IT-enabled investments to decide a basis for investment funding.

Internal audit Provide independent assurance that issues identified are valid, business cases are objectively and accurately 
presented, and plans appear achievable. Provide expert advice and guidance where appropriate.

Risk, compliance and legal Ensure that any identified risk, compliance and legal issues are being addressed, and proposals conform with any 
relevant policies or regulations.

  

Figure 29—Phase 4 Description

Phase 4 What Needs To Be Done?

Phase objective Translate improvement opportunities into justifiable contributing projects. Prioritise and focus on the high-impact projects. 
Integrate the improvement projects into the overall programme plan. Execute quick wins.

Phase description When all of the potential initiatives for improvement have been identified, these initiatives should be prioritised into formal 
and justifiable projects. The projects with high benefit and that are relatively easy to implement should be selected first 
and translated into formal and justifiable projects, each with a project plan that includes the project’s contribution to the 
programme objectives. It is important to check whether the objectives still conform to the original value and risk drivers. 
The projects will be included in an updated business case for the programme. Details of any unapproved improvement 
project proposals should be recorded in a register for potential future consideration and opportunities presented for 
sponsors to reappraise and, when appropriate, resubmit their recommendations at a later date.

Based on an opportunity grid, the project definitions, the resource plan and the IT budget, the identified and prioritised 
improvements are now turned into a set of documented projects that support the overall improvement programme. The 
impact on the enterprise of executing the programme is determined and a change plan is prepared that describes the 
programme activities that will ensure, in practical terms, that the improvements delivered by the projects will be rolled 
into the enterprise in a sustainable manner. An important element in this phase is the definition of metrics—i.e., the 
programme’s success metrics—that will measure whether the process improvements are likely to deliver the original 
business benefits. The complete improvement programme schedule should be documented on a Gantt chart.

New projects may identify a need to change or improve the organisational structures or other enablers required to sustain 
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Figure 29—Phase 4 Description (cont.)

Phase 4 What Needs To Be Done?

Continual improvement 
(CI) tasks

Design and build improvements:
1. For each improvement, consider the potential benefit and ease of implementation (cost, effort, sustainability).

3. Focus on alternatives showing high benefit/high ease of implementation.
4.  Consider any other actions showing high benefit/low ease of implementation for possible scaled-down improvements 

(decompose into smaller improvements and look again at benefits and ease of implementation).

6.  Analyse selected improvements to the detail required for high-level project definition, considering approach, 

best practices and standards to further refine detailed improvement requirements. Discuss with managers and teams 
responsible for the process area.

7.  Consider feasibility, link back to the original value and risk drivers, and agree on projects to be included in the business 
case for approval.

Change enablement (CE) 
tasks

Empower role players and identify quick wins:
1.  Obtain buy-in by engaging those affected by the change in the design through mechanisms such as workshops or 

review processes and giving them responsibility to accept the quality of results.

 
reward systems).

3.  Identify quick wins that prove the concept of the improvement programme. These should be visible and unambiguous, 
build momentum, and provide positive reinforcement of the process.

management may exist in other areas of the business such as product development (avoid reinventing the wheel, and 
align wherever possible to current enterprisewide approaches).

Programme management 
(PM) tasks

Develop programme plan:
1.  Organise potential projects into the overall programme, in preferred sequence, considering contribution to desired 

outcomes, resource requirements and dependencies.

set of initiatives.
3.  Identify the impact of the improvement programme on the IT and business organisations and indicate how the 

improvement momentum is to be maintained.
4.  Develop a change plan documenting any migration, conversion, testing, training, process or other activities that must 

be included within the programme as part of implementation.

programme success factors.
6.  Guide the allocation and prioritisation of business, IT and audit resources necessary to achieve programme and  

project objectives.
7. Define a portfolio of projects that will deliver the required outcomes for the programme.

9. Nominate, if required, project steering committees for specific projects within the programme.

Input

ISACA resources www.isaca.org/cobit 
COBIT 5:  Enabling Processes

www.isaca.org

Output
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Figu

Figure 30—Phase 4 RACI Chart

Phase 5—How Do We Get There?
Figures 31, 32, 33 and 34 describe phase 5.
 Figu

Figure 31—Continual Improvement Life Cycle Phase 5

Figure 32—Roles in Phase 5

When you are... Your role in this phase is to...

Board and executive Monitor implementation and provide support and direction as required.

Business management Take ownership for business participation in the implementation, especially where business processes are affected and 
IT processes require user/customer involvement.

IT management Make sure that the implementation includes the full scope of activities required (e.g., policy and process changes, 
technology solutions, organisational changes, new roles and responsibilities, other enablers) and that they are practical 
and achievable and likely to be adopted and used. Make sure that process owners are involved, buy into the new 
approach and own the resulting processes. Resolve issues and manage risk as encountered during the implementation.

Internal audit Review and provide input during implementation to avoid identification of missing enablers and especially key controls 
after the fact. Provide guidance on implementation of control aspects. If required, provide a project/implementation 
risk review service, monitoring risk that could jeopardise implementation and providing independent feedback to the 
programme and project teams.

Risk, compliance and legal Provide guidance as required on risk, compliance and legal aspects during implementation.

Key Activities

Prioritise and select improvements (CI5).  A R C C R C C R

Define and justify projects (CI6 and CI7).  I R C R R C C A

Design change response plans (CE2).  I R R C C C C A

Identify quick wins and build on existing strengths (CE3).  I C C/I R R C/I C/I A

Develop programme plan with allocated resources and project plans (PM1 to PM10).  A C C R C I I R

A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

Responsibilities of Implementation Role Players
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Figure 33—Phase 5 Description

Phase 5 How Do We Get There?

Phase objective Implement the detailed improvement projects, leveraging enterprise programme and project management capabilities, 
standards and practices. Monitor, measure and report on project progress.

Phase description The approved improvement projects, including required change activities, are now ready for implementation, so the 
solutions as defined by the programme can now be acquired or developed and implemented into the enterprise. In this 
way, projects become part of the normal development life cycle and should be governed by established programme and 
project management methods. The roll-out of the solution should be in line with the established project definitions and 
change plan such that the improvements are sustainable.

This phase will typically involve the most effort and longest elapsed time of all the life cycle phases. It is recommended, 
however, that the size and overall time taken not be excessive to ensure that it is manageable and that benefits are 
delivered in a reasonable time frame. This is especially true for the first few iterations when it will also be a learning 
experience for all involved.

Monitor performance of each project to ensure that goals are being achieved. Report back to stakeholders at regular 
intervals to ensure that progress is understood and on track.

Continual improvement 
(CI) tasks

Implement improvements:
1.  Develop and, where necessary, acquire solutions that include the full scope of activities required, e.g., culture, 

 
and procedures.

3. Test the practicality and suitability of the solutions in the real working environment.
4. Roll out the solutions, taking into account any existing processes and migration requirements.

Change enablement (CE) 
tasks

Enable operation and use:
1.  Build on the momentum and credibility that can be created by quick wins, then introduce more widespread and 

challenging change aspects.

3. Implement the change response plans.
4.  Ensure that the broader base of role players has the skills, resources and knowledge, as well as buy-in and 

commitment to the change.

6.  Plan cultural and behavioural aspects of the broader transition (dealing with fears of loss of  
responsibility/independence/decision authority, new expectations and unknown tasks).

7. Communicate roles and responsibilities for use.

9. Set in place mentoring and coaching to ensure uptake and buy-in.

11. Monitor the change enablement effectiveness and take corrective action where necessary.

Programme management 
(PM) tasks

Execute plan:
1.  Ensure that the execution of the programme is based on an up-to-date and integrated (business and IT) plan of the 

projects within the programme.

3. Provide regular update reports to stakeholders to ensure that progress is understood and on track.
4. Document and monitor significant programme risk and issues, and agree on remediation actions.

6. Approve any major changes to the programme and project plans.

Input

ISACA resources COBIT 5:  Enabling Processes www.isaca.org/cobit 
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Figure 34—Phase 5 RACI Chart

Phase 6—Did We Get There?
Figures 35, 36, 37 and 38 describe phase 6.
 

Figure 35—Continual Improvement Life Cycle Phase 6

Figure 36—Roles in Phase 6

When you are... Your role in this phase is to...

Board and executive Assess performance in meeting the original objectives and confirm realisation of desired outcomes. Consider the need 
to redirect future activities and take corrective action. Assist in the resolution of significant issues, if required.

Business management

initiatives.

IT management
current IT-related activities. Monitor projects based on project criticality as they are developing, using both programme 
management and project management techniques, and be prepared to change the plan and/or cancel one or more 
projects or take other corrective action if early indications are that a project is off track and may not meet critical 

Internal audit Provide independent assessment of the overall efficiency and effectiveness of the initiative. Provide feedback and 

Risk, compliance and legal Assess whether the initiative has improved the ability of the enterprise to identify and manage risk and legal, regulatory 
and contractual requirements. Provide feedback and make any necessary recommendations for improvements.

Key Activities
Develop and, if required, acquire solutions (CI1).  A C C R R C C R

Adopt and adapt best practices (CI2).  I R C R R C C A

Test and roll out solutions (CI3 and CI4).  I R C R R C C A

Capitalise on quick wins (CE1 and CE2).  I C C/I R R C/I C/I A

Implement change response plans (CE3). I I R C R R I I A

Direct and monitor projects within the programme (PM2). I A C C R C I I R

Responsibilities of Implementation Role Players
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Figure 37—Phase 6 Description

Phase 6 Did We Get There?

Phase objective Integrate the metrics for project performance and benefits realisation of the overall governance improvement programme 
into the performance measurement system for regular and ongoing monitoring.

Phase description It is essential that the improvements described in the programme be monitored via IT-related goals and process goals 
using suitable techniques such as an IT balanced scorecard (BSC) and benefits register to verify that the change outcomes 
have been achieved. This will ensure that the initiatives remain on track according to original enterprise and IT-related 
goals and continue to deliver the desired business benefits. For each metric, targets need to be set, compared regularly 
against reality and communicated using a performance report.

To ensure success, it is crucial that positive and negative results from the performance measurements be reported to 
all stakeholders, which will build confidence and enable any corrective actions to be taken on time. Projects should 
be monitored as they are developing, using both programme management and project management techniques, and 
preparation should be made to change the plan and/or cancel the project if early indications are that a project is off track 
and may not meet critical milestones.

Continual improvement 
(CI) tasks

Operate and measure:
1.  Set targets for each metric for an agreed-on time period. The targets should enable IT performance and improvement 

actions to be monitored and success or potential failure determined.

3.  Gather actual measures and compare them to targets on a regular, e.g., monthly, basis and investigate any significant 
variances.

4. Where variances indicate that corrective actions are required, develop and agree on proposed corrective measures.

6.  Communicate both positive and negative results from performance monitoring to all interested stakeholders, with 
recommendations for any corrective measures.

Change enablement (CE) 
tasks

Embed new approaches:
1.  Ensure that new ways of working become part of the enterprise’s culture (the way we do things around here),  

i.e., rooted in the enterprise’s norms and values. This is important for concrete results to be achieved.

3. Monitor whether assigned roles and responsibilities have been assumed.
4.  Track the change and assess the effectiveness of the change response plans, linking the results back to the original 

change objectives and goals. This should include both hard business measures and perception measures,  
e.g., perception surveys, feedback sessions, training evaluation forms.

6. Maintain the communication strategy to achieve ongoing awareness and highlight successes.
7. Ensure that there is open communication amongst all role players to resolve issues.

9. Where still required, enforce the change through management authority.

Programme management 
(PM) tasks

Realise benefits:
1. Monitor the overall performance of the programme against the business case objectives.

3. Document lessons learned (both positives and negatives) for subsequent improvement initiatives.

Input
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Figure 38—Phase 6 RACI Chart

Phase 7—How Do We Keep the Momentum Going?
Figures 39, 40, 41 and 42 describe phase 7.

Figure 39—Continual Improvement Life Cycle Phase 7

Figure 40—Roles in Phase 7

When you are... Your role in this phase is to...

Board and executive Provide direction, set objectives, and allocate roles and responsibilities for the enterprise’s ongoing approach to, and 

of good governance and accountability for IT amongst business and IT executives. Ensure that IT is aware of, and, as 
appropriate, involved in, new business objectives and requirements in as timely a manner as possible.

Business management Provide support and commitment by continuing to work positively with IT to improve GEIT and make it  
business as usual. Verify that new GEIT objectives are aligned with current enterprise objectives.

IT management Drive and provide strong leadership to sustain the momentum of the improvement programme. Engage in governance 
activities as part of normal business practice. Create policies, standards and processes to ensure that governance 
becomes business as usual.

Internal audit Provide objective and constructive input, encourage self-assessment, and provide assurance to management that 
governance is working effectively, thus building confidence in IT. Provide ongoing audits based on an integrated 
governance approach using criteria shared with IT and the business based on the COBIT framework.

Risk, compliance and legal Work with IT and the business to anticipate legal and regulatory requirements, and identify and respond to IT-related 
risk as a normal activity in GEIT.

Key Activities
Operate the solutions and gain performance feedback (CI1 to CI3).  I A R R R I I I

Monitor performance against success metrics (CI4 to CI5).  I A C R R C C I

Communicate positive and negative results (CI6). I I A C R C I I I

Monitor ownership of roles and responsibilities (CE3).  A R C C C C C I

Monitor programme results (achievement of goals and realisation of benefits)  I A C C C C C C R
(PM1 and PM2).

A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

Responsibilities of Implementation Role Players
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Figure 41—Phase 7 Description

Phase 7  How Do We Keep the Momentum Going?

Phase objective Assess the results and experience gained from the programme. Record and share any lessons learned. Improve 
organisational structures, processes, roles and responsibilities to change the enterprise’s behaviour so that GEIT becomes 
business as usual and is continually optimised. Ensure that new required actions drive further iterations of the life cycle.

Continually monitor performance, ensure that results are regularly reported, and drive commitment and ownership of all 
accountabilities and responsibilities.

Phase description This phase enables the team to determine whether the programme delivered against expectations. This can be done 
by comparing the results to the original success criteria and gathering feedback from the implementation team and 
stakeholders via interviews, workshops and satisfaction surveys. The lessons learned can contain valuable information 
for team members and project stakeholders for use in ongoing initiatives and improvement projects. It involves continual 
monitoring, regular and transparent reporting, and confirmation of accountabilities.

Further improvements are identified and used as input to the next iteration of the life cycle.

In this phase, the enterprise should build on the successes and lessons learned from the governance implementation 
project(s) to build and reinforce commitment amongst all IT and business stakeholders for continually improved 
governance of IT.

Policies, organisational structures, roles and responsibilities, and governance processes should be developed and 
optimised so that GEIT operates effectively as part of normal business practice, and there is a culture supporting this, 
demonstrated by top management.

Continual improvement 
(CI) tasks

Monitor and evaluate:
1.  Identify new governance objectives and requirements based on experiences gained, current business objectives for  

IT or other trigger events:
a. Gather feedback and perform a stakeholder satisfaction survey.
b.  Measure and report actual results against originally established project measures of success, and embed continual 

monitoring and reporting.
c.  Perform a facilitated project review process with project team members and project stakeholders to record and pass 

on lessons learned.

3.  Communicate requirements for further improvements to the stakeholders and document for use as input to the next 
iteration of the life cycle.

Change enablement (CE) 
tasks

Sustain:
1.  Provide conscious reinforcement and an ongoing communication campaign, as well as demonstrated continual top 

management commitment.

3. Continually monitor the effectiveness of the change itself, change enablement activities and buy-in of stakeholders.
4. Implement corrective action plans where required.

6. Build on lessons learned.
7. Share knowledge from the initiative to the broader enterprise.

Programme management 
(PM) tasks

Review programme effectiveness:
1. At programme closure, ensure that a programme review takes place and approve conclusions.

Input
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Figure 42—Phase 7 RACI Chart

Key Activities

Identify new governance objectives (CI1). C A R R C C C C I

Identify lessons learned (CI2).  I A C R R C C I

Sustain and reinforce changes (CE1).  A R R R R C C I

Confirm conformance to objectives and requirements (CE2). I A R C R R R I R

Close programme with formal review of effectiveness (PM1). I A C C C C C C R

A RACI chart identifies who is Responsible, Accountable, Consulted and/or Informed.

Responsibilities of Implementation Role Players
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CHAPTER 7 
USING THE COBIT 5 COMPONENTS

Transition Considerations for COBIT 4.1, Val IT and Risk IT Users

COBIT 4.1, Val IT and Risk IT users who are already engaged in GEIT implementation activities can transition to use 
COBIT 5 and benefit from the latest and improved guidance that it provides during the next iterations of their enterprise’s 
improvement life cycle. COBIT 5 builds on previous versions of COBIT, Val IT and Risk IT so enterprises can also build 
on what they have developed using earlier versions. Implementations will always be tailored to suit a specific enterprise’s 
environment and needs while adopting the latest COBIT and other guidance as appropriate. These materials will continue 
to evolve over time as conditions change and practices improve. COBIT 5 principles are shown in figure 43.

Figure 43—COBIT 5 Principles

The following summarises the major changes in COBIT 5 and how they may impact implementation.

New GEIT principles:
Increased focus on enablers—COBIT 5 introduces an increased focus on the enablers required for effective GEIT 
in addition to the familiar process enabler models. These additional enablers are also referenced in various COBIT 5 
processes as described in chapter 2.
New Process Reference Model—COBIT 5 is based on a revised process model with a new governance domain and 
several new and modified processes that now cover enterprise activities end to end, i.e., business and IT.  
COBIT 5 consolidates COBIT 4.1, Val IT and Risk IT into one framework, and has been updated to align with current 
best practices. The new model can be used as a guide for adjusting, as necessary, the enterprise’s own process model.
New and modified processes:

 –  COBIT 5 introduces five new governance processes that have leveraged and improved COBIT 4.1, Val IT and  
Risk IT governance approaches and will help to further refine and strengthen executive-management-level GEIT 
practices integrated with existing enterprise governance practices and aligned with ISO/IEC 38500.

 –  COBIT 5 has clarified management-level processes and integrated COBIT 4.1, Val IT and Risk IT content into one 
model. COBIT 5:  Enabling Processes provides a full cross-reference in appendix A. There are several new and 
modified processes that reflect current thinking, in particular:
 APO03 Manage enterprise architecture.
 APO04 Manage innovation.
 APO05 Manage portfolio.
 APO06 Manage budget and costs.
 APO08 Manage relationships.
 APO13 Manage security.
 BAI05 Manage organisational change enablement.
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Management
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3. Applying a
Single
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2. Covering the
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 BAI08 Manage knowledge.
 BAI09 Manage assets.
 DSS05 Manage security service.
 DSS06 Manage business process controls.

 –  COBIT 5 processes now cover end-to-end business and IT activities, i.e., a full enterprise-level view. This provides for 
a more holistic and complete coverage of practices reflecting the pervasive enterprisewide nature of IT use. It makes 
the involvement, responsibilities and accountabilities of business stakeholders explicit and transparent.

Practices and activities:
 –  The COBIT 5 governance or management practices are equivalent to the COBIT 4.1 control objectives and Val IT and 

Risk IT processes.
 –  The COBIT 5 activities are equivalent to the COBIT 4.1 control practices and Val IT and Risk IT management practices.
 –  COBIT 5 integrates and updates all of the previous content into the one new model, with a consistent level of detail, 

with all the guidance provided in COBIT 5:  Enabling Processes, making it easier for users to understand and use this 
material when implementing improvements.

Goals and metrics:
 –  COBIT 5 follows the same goals and metrics concepts as COBIT 4.1, Val IT and Risk IT, but these are renamed 

enterprise goals, IT-related goals and process goals, reflecting an enterprise-level view.
 –  COBIT 5 provides a revised goals cascade now based on enterprise goals driving IT-related goals and then supported 

by critical processes. This is similar to the COBIT 4.1 goals cascade with an updated set of goals and relationships and 
more detailed primary and secondary relationships. This cascade continues to be a key tool for establishing strategic 
alignment and scoping of important processes.

 –  COBIT 5 provides examples of goals and metrics at the enterprise, process and management practice levels. This is 
different from COBIT 4.1, Val IT and Risk IT, which covered one level lower.

Inputs and outputs:
 –  COBIT 5 provides inputs and outputs for every management practice, whereas COBIT 4.1 provided these only at the 

process level. This provides additional detailed guidance for designing processes to include essential work products 
and to assist with inter-process integration.

RACI charts:
 –  COBIT 5 provides RACI charts describing roles and responsibilities in a similar way to COBIT 4.1, Val IT and Risk IT.
 –  COBIT 5 provides a more complete, detailed and clearer range of generic business and IT role players and charts 

than COBIT 4.1 for each management practice, enabling better definition of role player responsibilities or level of 
involvement when designing and implementing processes.

Process capability maturity models and assessments (refer also to phases 2 and 3 in the implementation life  
cycle discussion):

 –  COBIT 5 discontinues the COBIT 4.1, Val IT and Risk IT capability maturity model (CMM)-based capability maturity 
modelling approach, and now supports a new capability assessment scheme based on ISO/IEC 15504. Guidance on 
how to perform a capability self-assessment will be provided in the planned COBIT 5 self-assessment guide.

The following summarises how to perform a gap analysis based on the standard:

 –  Identified strengths, weaknesses and risk
 –  Enterprise goals
 –  Opportunities for improving customer satisfaction
 –  COBIT 5 guidance and other related standards and best practice
 –  Benchmarks that provide a basic comparison framework for assessment results
 –  Existing process performance goals and metrics that may indicate root causes of the drivers  

for improvement
 –  Risk of not achieving the stated improvement objectives

 –  Strengths are identified as the processes with the highest process capability level ratings. Consider the:
    Experience of good practices that could be adopted and institutionalised
   Opportunity for improving the effectiveness of interrelated processes
 –  Weaknesses are identified and derived from:
   Low process attribute ratings
    Processes with missing practices (consider the COBIT 5 management practices and activities and other enablers as 

well as related standards and best practices) needed to achieve a process purpose
    Unbalanced process attribute ratings within capability levels that are necessary to achieve a specific enterprise goal
 –   Low process attribute ratings across a group of assessed processes may indicate weakness in specific process categories 

(for example, low scores at process capability level 2 may show weaknesses in the Management and Support  
process categories).

 –  Similarly, the process attribute ratings of related processes should be compared. Improvement actions may be needed to 
correct any imbalance.
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The COBIT 4.1, Val IT and Risk IT CMM-based approaches are not considered compatible with the COBIT 5  
ISO/IEC 15504 approach because the methods use different attributes and measurement scales. The COBIT 5 approach is 
considered by ISACA to be more robust, reliable and repeatable and will also support a formal assessment by accredited 
assessors, enabling an enterprise to obtain an independent and certified assessment aligned to the ISO/IEC standard. 
COBIT 5 chapter 8 provides a full description of the new COBIT 5 process capability model and how it compares with the 
previous approach used in COBIT 4.1,Val IT and Risk IT.

COBIT 4.1, Val IT and Risk IT users wishing to move to the new COBIT 5 approach will need to realign their previous 
ratings, adopt and learn the new method, and initiate a new set of assessments to gain the benefits of the new approach. 
Although some of the information gathered from previous assessments may be reusable, care will be needed in migrating 
this information forward because there are significant differences in requirements.

COBIT 4.1, Val IT and Risk IT users wishing to continue with the CMM-based approach, either as an interim or ongoing 
approach, can use the COBIT 5 guidance, but must use the COBIT 4.1 generic attribute table without the high-level 
maturity models. The procedure in outline form is as follows:
1.  Compare the scope of the process with the COBIT 5 governance or management practices and activities to identify 

any gaps (assuming management has accepted and agreed to the full scope of COBIT 5 guidance). To satisfy level 3 
(defined) and above, all of the practices should have been addressed.

2.  Compare the detail of the process to the COBIT 4.1 maturity attribute table (appendix E) and assess the level attained 
for each attribute. In addition, when assessing each attribute consider how well the following COBIT 5 process guidance 
is being generally applied:
 Awareness and communication—EDM01.02 and APO01.04
 Policies, plans and procedures—EDM01.02, APO01.03 and APO01.08
 Tools and automation—APO03.02
 Skills and expertise—APO07.03
 Responsibility and accountability—Process RACI chart and EDM01.02 and APO01.02
 Goal setting and measurement—APO07.04 and MEA01

3. Compare to any available benchmarks and models that may exist to check on the reasonableness of the assessment.
4.  Set the overall maturity level to the lowest attribute level (unless an attribute is not considered materially significant 

to the process capability) while also considering the coverage of governance or management practices. Use whole 
number ratings rather than ‘in-between’ or percentages. Attainment of a level is reached only if everything is satisfied. 
Management needs a transparent and realistic view if it is to sponsor improvements.

5.  Analyse the gap between current and target levels by considering the current process strengths and weaknesses 
compared to COBIT 5 governance or management practice and activity guidance, the COBIT 5 enablers, and other 
relevant standards and best practices.

 

Planning and Scoping

COBIT 5 and supporting material in this guide provide an effective way to understand business and governance priorities 
and requirements, and this knowledge can be used when implementing improved governance and management enablers. 
This approach also enhances the preparation of business cases for governance improvements, obtaining the support of 
stakeholders, and the realisation and monitoring of the expected benefits.

The relationship can be summarised in this top-down flow. COBIT 5 helps ensure strategic alignment and drives what to 
do, supported by the enterprise goals to IT-related goals to IT processes cascade provided and explained further as follows:
–  Enterprise goals 

–  IT-related goals 
–  Governance and management requirements 

–  Critical IT processes 
–  Prioritised governance or management practices and activities

Having a clear appreciation of current stakeholder needs relating to GEIT (as described in chapter 3, figures 6 and 7 and 
referred to in COBIT 5) and current enterprise goals and how they impact GEIT is very helpful for three reasons:

there could be a focus on cost reduction, compliance or launching a new business product, each of which could put a 
different emphasis on current governance priorities.
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COBIT 5 provides useful guidance and examples for defining enterprise and IT-related objectives and how they relate to each 
other. A generic set of enterprise goals and IT-related goals is presented as a cascade in COBIT 5 and COBIT 5:  Enabling 
Processes. These examples enable COBIT users to relate their enterprise’s current business and IT environment to specific 
objectives, and then map them to the processes that are likely to be relevant in successfully achieving these goals.

Performance Measurement
An important principle of good governance is that management should provide direction using clearly defined and 
communicated objectives, and then manage adherence to objectives by applying appropriate practices. Monitoring of 
performance using metrics enables management to ensure that goals are achieved.

The COBIT 5 enterprise and IT-related goals are used as the basis for setting IT objectives and for establishing a performance 
measurement framework. IT objectives are expressed as goals and need to be aligned with enterprise goals. COBIT 5 provides 
structures for defining goals at three levels:  for the enterprise, IT overall and IT processes. These goals are supported by 
metrics known as outcome measures because they measure the outcome of a desired goal. The metrics at a specific level also 
act as performance drivers for achieving higher-level goals. These goals and metrics can be used to set objectives and monitor 
performance by establishing scorecards and performance reports as well as for driving improvements.

COBIT 5 provides guidance on how to define and break down business objectives and create monitoring metrics based on 
the BSC.

Governance and Management Practices and Activities 
COBIT 5 clarifies the distinction between governance and management practices with the addition of a new governance 
domain. The COBIT 5 framework provides explanations on the differences between governance and management of 
enterprise IT. The design of specific processes and procedures based on COBIT 5 should always fit the needs of the 
enterprise’s culture, management style and IT environment. The guidance in COBIT 5 must be tailored appropriately. It is 
suggested to adopt the best practices that are recommended, but to adapt them so that they will be practical and appropriate 
to each specific enterprise’s objectives and needs. The activities provide guidance on what must be implemented to achieve 
a specific management practice. 

The COBIT 5 practices and activities are based on current relevant standards and best practices that should also be utilised 
to obtain more detailed guidance.

Roles and Responsibilities
For each process, COBIT 5 provides example RACI charts that indicate who is responsible or accountable, and who needs 
to be consulted or informed of process activities for a range of typical role players (end to end, business and IT). The 
role players could be individuals (such as the CFO or chief operating officer [COO]) or structures (such as the board or 
enterprise risk committee). Defining responsibility and accountability is an important principle of GEIT. These charts can 
be used as a basis for tailoring specific RACI charts for IT processes.
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Processes for Management of Enterprise IT

Evaluate, Direct and Monitor

Processes for Governance of Enterprise IT

Align, Plan and Organise Monitor, Evaluate
and Assess

Build, Acquire and Implement

Deliver, Service and Support

EDM01 Ensure
Governance

Framework Setting
and Maintenance

APO01 Manage
the IT Management

Framework

APO08 Manage
Relationships

APO02 Manage
Strategy

APO09 Manage
Service

Agreements

APO03 Manage
Enterprise

Architecture

APO10 Manage
Suppliers

APO04 Manage
Innovation

APO11 Manage
Quality

APO05 Manage
Portfolio

APO12 Manage
Risk

APO06 Manage
Budget and Costs

APO07 Manage
Human Resources

MEA01 Monitor,
Evaluate and Assess

Performance and
Conformance

MEA02 Monitor,
Evaluate and Assess

the System of Internal
Control

MEA03 Monitor,
Evaluate and Assess

Compliance With
External Requirements

APO13 Manage
Security

DSS01 Manage
Operations

DSS02 Manage
Service Requests

and Incidents

DSS03 Manage
Problems

DSS04 Manage
Continuity

DSS05 Manage
Security
Services

DSS06 Manage
Business

Process Controls

BAI01 Manage
Programmes and

Projects

BAI08 Manage
Knowledge

BAI02 Manage
Requirements

Definition

BAI09 Manage
Assets

BAI03 Manage
Solutions

Identification
and Build

BAI010 Manage
Configuration

BAI04 Manage
Availability 

and Capacity

BAI05 Manage
Organisational

Change
Enablement

BAI06 Manage
Changes

BAI07 Manage
Change

Acceptance and
Transitioning

EDM02 Ensure
Benefits Delivery

EDM03 Ensure
Risk Optimisation

EDM04 Ensure
Resource

Optimisation

EDM05 Ensure
Stakeholder

Transparency

APPENDIX A 
MAPPING PAIN POINTS TO COBIT 5 PROCESSES

Figure 44 shows the complete set of 37 governance and management processes within COBIT 5. The details of all 
processes, according to the process model described previously, are included in COBIT 5:  Enabling Processes.

Figure 44—COBIT 5 Process Reference Model
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Figure 45 provides examples of pain points (as discussed in chapter 3) and examples of COBIT 5 processes that could be 
selected for guidance corresponding to these pain points.

Figure 45—Pain Points Mapped to COBIT 5 Processes

Pain Point COBIT 5 Processes

Business frustration with failed initiatives, rising IT costs and a perception 
of low business value

Significant incidents related to IT-related business risk such as data loss  
or project failure

Outsourcing service delivery problems such as agreed–on service levels 
consistently not being met

Failure to meet regulatory or contractual requirements

IT limiting the enterprise’s innovation capabilities and business agility

Regular audit findings about poor IT performance or reported IT  
quality-of-service problems

Hidden and rogue IT spending

Duplication or overlap between initiatives, or resource wastage

Insufficient IT resources, staff with inadequate skills or staff burn-out/
dissatisfaction

IT-enabled changes frequently failing to meet business needs and 
delivered late or over budget

Multiple and complex IT assurance efforts

Board members or senior managers who are reluctant to engage with IT,  
or a lack of committed and satisfied business sponsors for IT

Complex IT operating models
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APPENDIX B 
EXAMPLE DECISION MATRIX

Figure 46 is an example of how to identify key topic areas requiring clear decision-making roles and responsibilities.  
It is provided as a guide and, if found useful, could be modified and adapted to suit an enterprise’s specific organisation 
and requirements.8

Figure 46—Example Decision Matrix

Decision Topic Scope

Responsible, Accountable, Consulted, Informed (RACI)

Ex
ec

ut
iv

e 
Co

m
m

itt
ee

IT
 S

tr
at

eg
y 

Co
m

m
itt

ee

Se
cu

rit
y 

Co
m

m
itt

ee

Pr
og

ra
m

m
e 

St
ee

rin
g 

Co
m

m
itt

ee

Pr
oj

ec
t S

te
er

in
g 

Co
m

m
itt

ee

IT
 M

an
ag

em
en

t
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s

Governance A/R R C C R I

Business strategy A/R R C C R I

IT policies  
policies, procedures, guidelines and other documentation  
to stakeholders I A C R C C

IT strategy
of business requirements into service offerings, and developing 
strategies to deliver these services in a transparent and effective 
manner

strategic planning with current and future business needs

quantifies the business requirements

I A C I R C C

IT technology 
direction with the defined IT architecture and technology standards

infrastructure plan
I C C A/R C C

IT methods and 
frameworks structures and defining and implementing IT processes that 

integrate owners, roles and responsibilities into business and 
decision processes I C C I I A/R I I

Enterprise 
architecture recognise and leverage technology opportunities

 
verify compliance

requirements

of an enterprise data model that incorporates a data classification 
scheme

A C C I I R R C

8 This example is based on the GEIT matrix used internally by Deloitte South Africa and developed by IT Winners, used with their permission.
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Figure 46—Example Decision Matrix (cont.)

Decision Topic Scope

Responsible, Accountable, Consulted, Informed (RACI)
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IT-enabled 
investment 
and portfolio 
prioritisation

decisions
I A C C R

IT-enabled 
investment and 
programme 
prioritisation

investment decisions

applied to IT projects and enables stakeholder participation in and 
monitoring of project risk and progress

approach

portfolio

I A R C C/I C/I C/I

Managing, 
monitoring and monitoring the achievement of service levels

requirements and delivery capabilities

requirements to strategic planning

protecting sensitive output, and monitoring and maintaining 
infrastructure

I A R R R I

IT application 
management

 
development standards

 
development process

I I C A/R C C

IT infrastructure 
management and defined instructions I I C A/R C C

IT security
detecting, reporting and resolving security vulnerabilities and 
incidents

line with business requirements and impact
 

standardised manner

I A R R R C/I
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Figure 46—Example Decision Matrix (cont.)

Decision Topic Scope

Responsible, Accountable, Consulted, Informed (RACI)
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Procurement and 
contracts delivery strategy, establishing an integrated and standardised IT 

infrastructure, and reducing IT procurement risk

defined procedures

I I C A/R C C

IT compliance
corresponding level of IT compliance, and optimising IT processes to 
reduce the risk of non-compliance

 
to IT

C/I A C A/R C C/I
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APPENDIX C 
MAPPING EXAMPLE RISK SCENARIOS TO  
COBIT 5 PROCESSES

Figure 47—Risk Scenarios and COBIT 5 Process Capabilities

Risk Scenario COBIT 5 Process Capabilities

If the scenario is relevant 
and inherently likely…

...given these negative examples… ...then consider whether these COBIT 5 processes need 
improvement. Note:  In this column, next to each process 
number is an example from the process to consider. These 
are not the process names.

Benefit/value enablement risk

IT programme selection
misaligned with corporate strategy and priorities

incompatibility with the enterprise architecture  
co-ordination

New technologies
functionality, optimisation) in a timely manner

(e.g., failure to make required business model or 
organisational changes)

technology trends

business models

Technology selection
compatibility) selected for implementation

IT investment decision 
making

 
in important IT investment decision making  
regarding new applications, prioritisation or new 
technology opportunities

opportunities to leverage IT

Accountability over IT
it should such as functional requirements, development 
priorities and assessing opportunities through  
new technologies

IT-related decisions

relationships

accountability and GEIT

IT project termination
or changed business priorities not terminated in a  
timely manner

IT project economics

 
and monitoring
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Figure 47—Risk Scenarios and COBIT 5 Process Capabilities (cont.)

Risk Scenario COBIT 5 Process Capabilities

If the scenario is relevant 
and inherently likely…

...given these negative examples… ...then consider whether these COBIT 5 processes need 
improvement. Note:  In this column, next to each process 
number is an example from the process to consider. These 
are not the process names.

Programme/project delivery risk

Architectural agility and 
flexibility evolution and expansion

 
IT-related processes 

 
flexible environment

Integration of IT within 
business processes and ad hoc solutions for important information needs

business processes

 
business requirements

solutions
 

to IT

Software implementation  
made operational

 
application software

 
management activities

software implementation

Project delivery  
development department

 
and monitoring

Project quality  
software, documentation or compliance with  
functional requirements

 
management activities

and monitoring

Service delivery/IT operations risk

State of infrastructure 
technology requirements such as networking, security and storage

IT capability issues

performance issues

Ageing of application 
software expensive to maintain, difficult to extend or not integrated 

in current architecture IT capability issues
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Figure 47—Risk Scenarios and COBIT 5 Process Capabilities (cont.)

Risk Scenario COBIT 5 Process Capabilities

If the scenario is relevant 
and inherently likely…

...given these negative examples… ...then consider whether these COBIT 5 processes need 
improvement. Note:  In this column, next to each process 
number is an example from the process to consider. These 
are not the process names.

Service delivery/IT operations risk (cont.)

Regulatory compliance  
or manufacturing

 
current status

Selection/performance of 
third-party suppliers

long-term outsourcing arrangement

 
and relationships

Infrastructure theft

and contractors
 

maintenance activities

Destruction of 
infrastructure

 
other causes management

IT staff

IT expertise and skills
technologies or other causes staff competency requirements

Software integrity
or fraudulent actions

unexpected results
 

management errors

Infrastructure (hardware)

accident or other causes
 

security devices

 
maintenance activities

Software performance  
application software

 
system software

performance issues

System capacity
user volumes increase

applications or initiatives are deployed performance issues

Ageing of infrastructural 
software

IT capability issues

Malware
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Figure 47—Risk Scenarios and COBIT 5 Process Capabilities (cont.)

Risk Scenario COBIT 5 Process Capabilities

If the scenario is relevant 
and inherently likely…

...given these negative examples… ...then consider whether these COBIT 5 processes need 
improvement. Note:  In this column, next to each process 
number is an example from the process to consider. These 
are not the process names.

Service delivery/IT operations risk (cont.)

 
of IT assets 

Information media

sensitive data

failure to follow information handling guidelines

 
of IT assets 

and media devices

 
facilities management

Industrial action  
union strike

Data(base) integrity  
security-related data, sales figures)

 
of IT assets 

Operational IT errors
maintenance of systems

Contractual compliance  
(e.g., use and/or distribution of unlicenced software) 

customers/clients not met
status monitoring

Environmental
(e.g., high level of power consumption, packaging) in enterprise architecture

Acts of nature
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EXAMPLE BUSINESS CASE

Note:  This example is provided as a non-prescriptive generic guide to encourage preparation of a business case to justify 
investment in a GEIT implementation programme. Every enterprise will have its own reasons for improving GEIT and 
its own approach to preparing business cases, which can range from a detailed approach with an emphasis on quantified 
benefits to a more high-level and qualitative approach. Enterprises should follow existing internal business case and 
investment justification approaches, if they exist, and use this example and the guidance in this publication to help focus 
on all of the issues that should be addressed. Further guidance on developing business cases can be found in COBIT 5 
process APO05 and in the The Business Case Guide:  Using Val ITTM 2.0.

The example scenario is a large multinational enterprise with a mixture of traditional well-established business units as 
well as new Internet-based businesses adopting the very latest technologies. Many of the business units have been acquired 
and exist in various countries with different local political, cultural and economic environments. The central group’s 
executive management has been influenced by the latest enterprise governance guidance, including COBIT, which they 
have used centrally for some time. They want to make sure that the rapid expansion and adoption of advanced IT in many 
of its businesses will deliver the value expected and also manage significant new risk. They have therefore mandated an 
enterprisewide adoption of a uniform GEIT approach that also includes involvement by the audit and risk functions and 
internal annual reporting by business unit management of the adequacy of controls in all entities.

Although the example is derived from actual situations, it is not a reflection of a specific existing enterprise.

Executive Summary

This business case document outlines the scope of the proposed GEIT programme for Acme Corporation based on COBIT.

A proper business case is needed to ensure that the Acme Corporation board and each business unit buys in to the initiative, 
identifies the potential benefits and then monitors the business case to ensure that the expected benefits are realised.

The scope in terms of business entities that make up Acme Corporation is all-inclusive. It must be acknowledged that 
some form of prioritisation process will be applied across all entities for initial coverage by the GEIT programme due to 
limited programme resources.

There is a range of stakeholders that have an interest in the outcomes of the GEIT programme, ranging from the Acme 
Corporation board of directors to local management at each entity, as well as external stakeholders such as shareholders 
and government agencies.

Consideration needs to be given to some significant challenges, as well as risk, in the implementation of the GEIT 
programme on the required global scale. One of the more challenging aspects is the entrepreneurial nature of many of the 
Internet businesses, as well as the decentralised or federal business model that exists within Acme Corporation.

The GEIT programme will be achieved by focussing on the capability of the Acme processes and other enablers in relation 
to those that are defined in COBIT, relevant to each business unit. The relevant and prioritised processes that will receive 
focus at each entity will be identified through a facilitated workshop approach by the members of the GEIT programme, 
starting with the business goals of each unit, as well as the IT-related business risk scenarios that apply to the specific 
business unit.

The objective of the GEIT programme is to ensure that adequate governance structures are in place and to increase the 
level of capability and adequacy of the relevant IT processes, with the expectation that as the capability of an IT process 
increases, the associated risk will proportionally decrease and efficiencies and quality will increase. In this way, real 
business benefits can be realised by each business unit.

Once the process of assessing the capability level within each business unit has been established, it is anticipated that  
self-assessments would continue within each business unit as normal business practice.

The GEIT programme will be delivered in two distinct phases. The first phase is a development phase, where the team will 
develop and test the approach and tool set that will be used across the Acme Corporation. At the end of phase 1, the results 
will be presented to group management for final approval. Once the final approval has been obtained in the form of an 
approved business case, the GEIT programme will be rolled out across the entity in the agreed-on manner.
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It must be noted that it is not the responsibility of the GEIT programme to implement the remedial actions identified at 
each business unit. The GEIT programme will merely report progress as supplied by each unit, in a consolidated manner.

The final challenge that will need to be met by the GEIT programme is the one of reporting the results in a sustainable 
manner going forward. This aspect will take time and a significant amount of discussion and development will have to be 
dedicated to it, which should result in an enhancement to the existing corporate reporting mechanisms and scorecards.

An initial budget for the development phase of the GEIT programme has been developed. The budget is detailed in a 
separate schedule. A detailed budget will also be completed for phase 2 of the project and submitted for approval by  
group management.

Background (See chapter 2. Positioning GEIT)

GEIT is an integral part of overall enterprise governance and is focussed on IT performance and the management of risk 
attributable to the enterprise’s dependencies on IT.

IT is integrated into the operations of the Acme Corporation businesses and for many, specifically the Internet businesses,  
is at the core of their operations. GEIT therefore follows the management structure of the group, a decentralised format. 
Management of each subsidiary/business unit is responsible for ensuring that proper processes are implemented relevant to 
GEIT.

Annually, the management of each significant subsidiary company is required to submit a formal written report to the 
appropriate risk committee, which is a subset of the board of directors, on the extent to which it has implemented the  
GEIT policy during the financial year. Significant exceptions are to be reported at each scheduled meeting of the 
appropriate risk committee.

The board of directors, assisted by the risk and audit committees, will ensure that the group’s GEIT performance is 
assessed, monitored, reported and disclosed in a GEIT statement as part of the integrated report. Such a statement will be 
based on the reports obtained from the risk, compliance and internal audit teams and the management of each significant 
subsidiary company, to provide both internal and external stakeholders with relevant and reliable information about the 
quality of the group’s GEIT performance.

Internal audit services will provide assurance to management and the audit committee on the adequacy and effectiveness 
of GEIT.

IT-related business risk will be reported on and discussed as part of the risk management process in the risk registers 
presented to the relevant risk committee.

Business Challenges (See chapter 3, section 3. Getting Started—Identify 
the Need to Act:  Recognising Pain Points and Trigger Events)

Due to the pervasive nature of IT and the pace of change of technology, a reliable framework is required to adequately 
control the full IT environment and to avoid control gaps that may expose the enterprise to unacceptable risk.

The intention is not to impede the IT operations of the various operating entities. Instead, it is to improve the risk profile 
of the entities in a manner that makes business sense and also provides increased quality of service and efficiencies, 
while explicitly achieving compliance with not only the Acme Corporation group GEIT charter, but also with any other 
legislative, regulatory and/or contractual requirements.

Some examples of the pain points faced are:

and have adequate control

 
compliance requirements
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Gap Analysis and Goal
There is currently no groupwide approach or framework for GEIT or use of IT best practices and standards. At the local 
business unit level there are variable levels of adoption of good practice with regard to GEIT. As a result, very little 
attention has traditionally been paid to the level of IT process capability. Based on experience, the levels are generally low.

The objective of the GEIT programme is therefore to increase the level of capability and adequacy of IT-related processes 
and controls appropriate to each business unit, in a prioritised manner.

The outcome should be that significant risk has been identified and articulated, and management is in a position to address 
the risk and report on its status. As the capability level of each business unit increases, so the IT-related business risk 
profile of each entity should decrease and quality and efficiency should increase proportionally.

Ultimately business value should increase as a result of effective GEIT.

Alternatives Considered
Many IT frameworks exist, each attempting to bring specific aspects of IT under control. The COBIT framework is 
regarded by many as the world’s leading GEIT and control framework. The COBIT framework has been implemented 
by some subsidiaries of the group. It is also specifically mentioned in the King III9 report as a potential framework to be 
implemented for GEIT.

COBIT was chosen by Acme Corporation as the preferred framework for GEIT implementation and should therefore be 
adopted by all subsidiaries.

COBIT does not necessarily have to be implemented in its entirety; only those areas relevant to the specific subsidiary or 
business unit need to be implemented; taking into account the following:
1. The development stage of each entity in the business life cycle
2. The business objectives of each entity
3. The importance of IT for the business unit
4. The IT-related business risk faced by each entity
5. Legal and contractual requirements
6. Any other pertinent reasons

Where other frameworks have already been implemented at a specific subsidiary or business unit, or are still to be 
implemented in the future, such implementation should be mapped to COBIT for reasons of reporting, audit and clarity of 
internal control.

Proposed Solution

The GEIT programme is being planned in two distinct phases.

Phase 1. Pre-planning (See chapter 3. Taking the First Steps Towards GEIT)
Phase 1 of the GEIT programme is the development stage. During this stage of the programme the following steps would 
have been undertaken:
1. Core team structure finalised between risk management support and group IT
2. Core team COBIT foundation training completed
3. Workshop with the core team conducted to define an approach for the group
4. Creation of an online community within Acme Corporation to act as a repository for knowledge sharing
5. Identification of all stakeholders and their needs
6.  Clarification and realignment, if required, of current committee structures, roles and responsibilities, decision rules, 

and reporting arrangements
7.  Development and maintenance of a business case for the GEIT programme as a foundation for the successful 

implementation of the programme
8. Communication plan for guiding principles, policies and expected benefits throughout the programme
9. Development of the assessment and reporting tools for use during the life of the programme and beyond

10.  Test of the approach at one local entity. This activity was chosen for ease of logistics, and to ease the refinement of the 
approach and tools.

9 King III is the Corporate Governance Code in South Africa.
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11.  Pilot of the refined approach at one of the foreign entities. This is to understand and quantify the difficulties of running 
the GEIT programme assessment phase under more challenging business conditions.

12.  Presentation of the final business case and approach, including a roll-out plan to Acme Corporation executive 
management for approval

Phase 2. Programme Implementation (See chapter 3, section 2. Applying a Continual Improvement  
Life Cycle Approach)
The GEIT programme is designed to start an ongoing programme of continual improvement, based on a facilitated 
iterative life cycle by following these steps:
1.  Determine the drivers for improving GEIT, from both an Acme Corporation Group perspective and at the business unit level.
2. Determine the current status of GEIT.
3. Determine the desired state of GEIT (both short- and long-term).
4.  Determine what needs to be implemented at the business unit level to enable local business objectives, and thereby align 

with group expectations.
5. Implement the identified and agreed improvement projects at the local business unit level.
6. Realise and monitor the benefits.
7. Sustain the new way of working by keeping the momentum going.

Programme Scope
The GEIT programme will cover the following:
1.  All of the group entities; however, the entities will have to be prioritised for interaction due to limited  

programme resources.
2.  The method of prioritisation. It will need to be agreed on with Acme Corporation management, but could be done on the 

following basis:
a. Size of investment
b. Earnings/contribution to the group
c. Risk profile from a group perspective
d. A combination of a through c.

3.  The list of entities to be covered during the current financial year. This is still to be finalised and agreed on with  
Acme Corporation management.

Programme Methodology and Alignment (See chapter 6. Implementation Life Cycle Tasks,  
Roles and Responsibilities)
The GEIT programme will achieve its mandate by using a facilitated, interactive workshop approach with all the entities.

The approach starts with the business objectives and the objective owners, typically the CEO and CFO. This approach 
should ensure that the programme outcomes are closely aligned to the expected business outcomes and priorities.

Once the business objectives have been covered, the focus then shifts to the IT operations, typically under the control of the 
chief technology officer (CTO) or CIO, where further details of the IT-related business risk and objectives are considered.

The business and IT objectives, as well as the IT-related business risk, are then combined in a tool (based on COBIT 
guidance) that will provide a set of focus areas within the COBIT processes for consideration by the business unit. In this 
fashion, the business unit will be able to prioritise its remediation effort to address the areas of IT risk.

Programme Deliverables (See chapter 6. Implementation Life Cycle Tasks, Roles  
and Responsibilities)
As mentioned earlier, an overall goal of the GEIT programme is to embed the good practices of GEIT into the continuing 
operations of the various group entities.

Specific outcomes will be produced by the GEIT programme to enable Acme Corporation to gauge the delivery of the 
intended outcomes by the GEIT programme. These will include the following:
1.  The GEIT programme will facilitate internal knowledge sharing via the intranet platform, as well as leverage existing 

relationships with vendors to the advantage of the individual business units.
2. Detailed reports on each facilitation interaction with the business units will be created. The reports will include:

a. The current prioritised business objectives, and consequent IT objectives based on COBIT
b.  The IT-related risk identified by the business unit in a standardised format, and the agreed-on focus areas for attention 

by the business unit based on COBIT processes and practices and other recommended enablers
c. The above to be derived from the GEIT programme assessment tool

3.  Overall progress reports on the intended coverage of the Acme Corporation business units by the GEIT programme  
will be created.
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4. Consolidated group reporting will cover:
a.  Progress from business units engaged with their agreed-on implementation projects based on monitoring agreed-on 

performance metrics
b. Consolidated IT risk view across the Acme Corporation entities
c. Specific requirements of the risk committee(s)

5. Financial reporting on the programme budget vs. actual amount spent will be generated.
6. Benefit monitoring and reporting against business-unit-defined value objectives and metrics will be created.

Programme Risk (See chapter 5. Enabling Change)
The following are considered to be potential types of risk to the successful initiation and ongoing success of the Acme 
Corporation GEIT programme. These will be mitigated by focussing on change enablement, and they will be monitored 
and addressed continually via programme reviews and a risk register. These types of risk are:
1. Management commitment and support for the programme, both at group level as well as the local business unit level
2.  Demonstrating actual value delivery and benefits to each local entity through the adoption of the programme. The local 

entities should want to adopt the process for the value it will deliver, rather than doing it because of the policy in place.
3. Local management’s active participation in the implementation of the programme
4. Identifying key stakeholders at each entity for participation in the programme
5. Business insight within the IT management ranks
6. Successful integration with any governance or compliance initiatives that exist within the group
7.  The appropriate committee structures to oversee the programme. For example, the progress of the GEIT programme 

overall could become an agenda item of the IT executive committee. Local equivalents would also need to be 
constituted. This could be replicated geographically, as well as at local holding company level where appropriate.

Stakeholders (See chapter 3, section 4. Recognising Stakeholders’ Roles and Requirements)
The following role players have been identified as stakeholders in the outcome of the GEIT programme:
1. Risk committee
2. IT executive committee
3. Governance team
4. Compliance staff
5. Regional management
6. Local entity-level executive management (including IT management)
7. Internal audit services

A final structure with the individual names of the role players will be compiled and published after consultation with 
group management.

The GEIT programme needs the identified stakeholders to provide the following:
1.  Guidance as to the overall direction of the GEIT programme. This includes decisions on significant  

governance-related topics defined in a group RACI chart according to COBIT guidance, as well as setting priorities, 
agreeing on funding and approving value objectives.

2.  Acceptance of the deliverables, and the monitoring of the expected benefits, of the GEIT programme

Cost-benefit Analysis
The programme should identify the expected benefits, and monitor that real business value is being generated from the 
investment. Local management should motivate and sustain the programme. Sound GEIT should result in the following 
benefits that will be set as specific targets for each business unit, and monitored and then measured during implementation 
to ensure that the benefits are realised:
1.  Maximising the realisation of business opportunities through IT, while mitigating IT-related business risk to acceptable 

levels, thus ensuring that risk is responsibly weighed against opportunity in all business initiatives
2.  Support of the business objectives by key investments and optimum returns on those investments, thus aligning IT 

initiatives and objectives directly with business strategy
3. Legislative, regulatory and contractual compliance as well as internal policy and procedural compliance
4. A consistent approach for measuring and monitoring progress, efficiency and effectiveness
5. Improved quality of service delivery
6.  Lowered cost of IT operations and/or increased IT productivity by accomplishing more work consistently in less time 

and with fewer resources

Central costs will include the time required for group programme management, external advisory resources and initial 
training courses. These central costs have been estimated for phase 1. The cost of individual business unit management and 
process owners for assessment workshops will be funded locally and an estimate provided. Specific project improvement 
initiatives for each business unit will be estimated in phase 2 and considered on a case by case basis as well as overall. This 
will enable the group to maximise efficiency and standardisation.



76

 IMPLEMENTATION

Challenges and Success Factors (See chapter 4. Identifying Implementation Challenges and 
Success Factors)
Figure 48 summarises the challenges that could affect the GEIT programme during the implementation period of the 
programme and the critical success factors that should be addressed to ensure a successful outcome.

Figure 48—Challenges and Planned Actions for Acme Corporation

Challenge Critical Success Factor—Actions Planned

Inability to gain and sustain support for improvement objectives Mitigate through committee structures within the group (to be agreed on  
and constituted).

Communication gap between IT and the business Involve all of the stakeholders.

Cost of improvements outweighing perceived benefits Focus on the benefit identification.

corporate performance management.

credibility.

accountability for decisions is clear.

and benefits to be gained (in business terms) relating to proposed improvements.

for the GEIT programme
Apply a consistent assessment methodology.

Various levels of complexity (technical, organisational,  
operating model)

Treat the entities on a case-by-case basis. Benefit from lessons learned and 
sharing the knowledge.

Train and mentor.

Resistance to change Ensure that implementation of the life cycle also includes change  
enablement activities.

Adoption of improvements Enable local empowerment at the entity level.

Difficult to integrate GEIT with the governance models of  
outsourcing partners

Failure to realise GEIT implementation commitments

experience and benefits.

difficult problems

IT in fire-fighting mode and/or not prioritising well and unable to 
focus on GEIT

available to focus on GEIT.

management prioritising IT).

Required IT skills and competencies not in place, e.g., understanding 
of the business, processes, soft skills

Focus on change enablement planning:

Improvements not adopted or applied
must be practical to implement.

Benefits difficult to show or prove Identify performance metrics.

Build group-level commitment, including communication.
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