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1. The presentation has been prepared from reference material from ISACA and APMG Vanilla Material for ATO. All 

copyrights for the material reserved with APMG 

2. This material is only prepared  purely for this workshop and only for knowledge transfer purpose and not for any 

commercial or training purpose.  

3. COBIT 5 is a registered trademark of the Information Systems Audit and Control Association 

Disclaimer:  
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Session Objective 

Å Introduction to COBIT 5 

Å Key differences between 4.1 and 5 

Å Audit and Assessment using COBIT PAM 

Å Walk through of assessment on one of the selected processes. 
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[Ŝǘ ǳǎ 5ƛǎŎǳǎǎΧ 

ÅDo you think that a process audit  is complete without 
considering the underlying IT systems? 

 

ÅCan there be a critical business process implemented without an 
IT System? 

 

ÅDo you consider automation of business process a risk  - as no 
clear visibility is available to auditors. 
 

 

 

 

Share your thoughts 
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Organizations Concern 

Auditorôs Concerns  

 

Å Inadequate view of IT functioning 

ÅOperational failures of IT 

Å Increase in number security 

incidents 

ÅHigh dependency of Businesses 

on IT  

ÅToo many IT Standards & 

Frameworks 

ÅLack of knowledge of critical 

systems 

Å IT not meeting compliance 

CIOôs Priorities 

 

ÅDelivering projects to meet 

business growth 

ÅDemonstrating value to business 

ÅTightening security and privacy 

controls 

Å Improving business continuity 

readiness 

Å Improving quality of IT service 

delivery 

ÅApplying metrics to IS organization 

and services 

ÅDemonstration of Compliance 

ÅToo many Audits (Internal / 

External) 
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Drivers for COBIT 5 

A need for the enterprise to: 

ïAchieve increased value creation 

ïObtain business user satisfaction  

ïAchieve compliance with relevant laws, regulations and policies 

ïImprove the relation between business and IT  

ïIncrease the return of governance over enterprise IT 

ïConnect and align with other major frameworks and standards 
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Governance of Enterprise IT 

COBIT 5 

IT Governance 

COBIT4.0/4.1 

Management 

COBIT3 

Control 

COBIT2 

An business framework from ISACA, at www.isaca.org/cobit 

Audit 

COBIT1 

COBIT 5:  Now One Complete IT - Business Framework 

2005/7 2000 1998 

 E
v
o

lu
ti
o

n
 o

f 
s
c
o

p
e

  

1996 2012 

Val IT 2.0 
(2008) 

Risk IT 
(2009) 



© 2013 Protiviti Member Firm (Middle East Region) 
CONFIDENTIAL:  This document is for internal use only and may not be copied nor distributed. 

8 

The COBIT 5 Format 

ÅSimplified 

ïCOBIT 5 directly addresses the needs of the viewer from different 
perspectives 

ïDevelopment continues with specific practitioner guides 

ÅCOBIT 5 is initially in 3 volumes: 

1. The Framework ς Free Download 

2. Process Reference Guide ς Free to Members 

3. Implementation Guide  - Free to Members 

ÅCOBIT 5 is based on: 

ï 5 principles and 

ï 7 enablers 
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COBIT 5 Family 
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COBIT 5 Principles 

1. Meeting Stakeholder Needs 

2. Covering the Enterprise End-to-end 

3. Applying a Single Integrated Framework  

4. Enabling a Holistic Approach 

5. Separating Governance From Management 
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COBIT 5 Enablers 

Source:  COBIT® 5 Framework 
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Meeting Stakeholder Needs 

ÅStakeholder needs have to be transformed 
into an ŜƴǘŜǊǇǊƛǎŜΩǎ actionable strategy. 

 

ÅThe COBIT 5 goals cascade translates 
stakeholder needs into specific, actionable 
and customized goals within the context of 
the enterprise,  IT-related goals and enabler 
goals. 
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Separating Governance from Management  
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COBIT 5 Processes 



Process Example Walk Through 
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COBIT 5 Governance Processes 
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COBIT 5 Governance Processes 
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COBIT 5 Governance Processes 
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COBIT 5 Governance Processes 
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COBIT 5 Governance Processes 
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COBIT 5 Governance Processes 
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COBIT 5 ς Where does it fit in? 
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Lƴ {ǳƳƳŀǊȅ Χ 

COBIT 5 brings together the five principles that allow the 

enterprise to build an effective governance and management 

framework based on a holistic set of seven enablers that 

optimises information and technology investment and use for 

the benefit of stakeholders. 



 

COBIT 4.1  

VS 

COBIT 5  
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