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Disclaimer:

1. The presentation has been prepared from reference material from ISACA and APMG Vanilla Material for ATO.
copyrights for the material reserved with APMG

2. This material is only prepared purely for this workshop and only for knowledge transfer purpose and not for ar
commercial or training purpose.

3. COBIT 5 is a registered trademark of the Information Systems Audit and Control Association
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Session Objective

A Introduction to COBIT 5
A Key differences between 4.1 and 5
A Audit and Assessment using COBIT PAM
A Walk through of assessment on one of the selected processes.
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ADo you think that a process audit is complete without
consideringhe underlyingl T systems?

A Canthere be a critical businesgprocessmplementedwithout an
IT System?

A Do you considerautomation of businessprocessa risk - asno
clearvisibilityis availableto auditors

Share your thoughts
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Organizations Concern

Audi t ©@noaems

A Inadequate view of IT functioning A Delivering projects to meet
business growth

Cl O6s Pr i

A Operational failures of IT

. . A Demonstrating value to business
A Increase in number security

incidents A Tightening security and privacy
A High dependency of Businesses SOl
onlIT A Improving business continuity
A Too many IT Standards & TEETIINEEE
Frameworks A Improving quality of IT service
delivery

A Lack of knowledge of critical
systems A Applying metrics to IS organization

: : and services
A IT not meeting compliance

A Demonstration of Compliance

A Too many Audits (Internal /
External)
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Drivers for COBIT 5

A need for the enterprise to:
I Achieveincreasedvaluecreation
I Obtainbusinessisersatisfaction
I Achievecompliancewith relevantlaws,regulationsandpolicies
I Improvethe relation betweenbusinessandIT
I Increasehe return of governanceoverenterpriselT
I Connectandalignwith other major frameworksand standards
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COBIT 5: Now One Complete IT - Business Framework

Governance of Enterprise IT

Q
8. IT Governance
&)
9] Val IT 2.0
© Management (2008)
c
O
e
= .
) Risk IT
> (2009)
LL
CoBIT2 CoBIT4.0/4.1
1996 1998 2000 2005/7 2012
An business framework from ISACA, at www.isaca.org/cobit
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The COBIT 5 Format

A Simplified

I COBIT S8lirectly addressethe needs of theviewer from different
perspectives

I Developmentcontinues with specific practitioner guides
A COBIBisinitially in 3 volumes:
1. TheFrameworkc Free Download
2. Process Referencguidec Free to Members
3. Implementation Guide- Free to Members
A COBIBis based on:
I 5principlesand

I 7enablers

- L .
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COBIT 5 Family

COBIT®5

/COBIT 5 Enabler Guides N

COBIT® 5: Other Enabler
Enabling Information Guides /
/ COBIT 5 Professional Guides \.
COBIT® 5 .
. COBIT® 5 COBIT® 5 Other Professional
‘ COBIT® 5 Implementation for Information - - ‘
- Security '

COBIT 5 Online Collaborative Environment

‘ COBIT® 5:

Enabling Processes
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COBIT 5 Principles

1. Meeting Stakeholder Needs 1. Meeting
Stakeholder

Needs
2. Covering the Enterprise E#d-end

_ _ 5. Separating
3. Applying a Single Integrated Framewoi! Goverhance . Eﬁi‘?&’r‘%é“"'
Management . LRI
: - COBIT 5
4. Enabling a Holistic Approach Principles

5. Separating Governance From Manage

4. Enabling a 3. Applying a

Single
Hollstic

Integrated
L palil] Framework

L] . .
. ) ) . ® MEMBER
1o © 2013Protiviti Member Firm (Middle East Region) p ro t I V I tl s

CONFIDENTIAhis document is for internal use only and may not be copied nor distributed. Bl ; :
isk & Business Consulting.
Internal Audit.



COBIT 5 Enablers

3. Organisational 4. Culture, Ethics
Structures and Behaviour

N t

1. Principles, Policies and Frameworks

2. Processes

B. Services, 7. People,
5. Information Infrastructure Skills and
and Applications Competencies
Resources
S
Source: COBIT® 5 Framework
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Meeting Stakeholder Needs

A Stakeholdemeedshave to be transformed EnvronmSlikeholder Drivers.
intoanS y (i S NJdhidhablEstadegy = 9y

( Influences )

Stakeholder Needs

A The COBIT5 go_als cascgqle tra_nslates E
stakeholderneedsinto specific,actionable | " ERtiliestey Optimisation

and customizedgoalswithin the context of

the enterprise, IT-related goalsand enabler
goals Enterprise Goals |

IT-related Goals |

Enabler Goals

MEMBER
FIRM
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Separating Governance from Management

|
Business Needs

Y

" Governance k
Evaluate
Management Feedback
N J
/Management )
Monitor
(MEA)
N J
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COBIT 5 Processes

Processes for Governance of Enterprise IT

Evaluate, Direct and Monitor

EDMO1 Ensure
Governance
Framewark Satting
and Maintenance

Align, Plan and Organise

APOO1 Manage
the IT Management
Framework

APO02 Manage
Strategy

AP009 Manage
Sarvice
Agreements

AP0O08 Manage
Relationships

Build, Acquire and Implement

BAIO1 Manage
Programmes and
Projects

BAI02 Manage
Requirements
Definition

BAIOS Manage BAID9 Manage
Knawledoe Assets

Deliver, Service and Support

DSS02 Manage
Service Requests
and Incidents

DSS01 Manage
Operations

© 2013Protiviti Member Firm (Middle East Region)
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EDMO2 Ensure
Benefits Delivery

APO03 Manage
Enterprise
Architecture

APO10 Manage
Suppliers

BAI0O3 Manage
Solutions
Identification
and Build

BAIO10 Manage
Configuration

DSS03 Manage
Problems

Processes for Management of Enterprise IT

EDMO3 Ensure
Risk Optimisation

APOO4 Manage
Innovation

APO11 Manage
Quality

BAIO4 Manage
Availability
and Capacity

DSS04 Manage
Continuity

EDMO04 Ensure
Resource
Optimisation

APOO5 Manage
Portfolio

AP012 Manage
Risk

BAIO5 Manage
Organisational
Change
Enablement

DSS05 Manage
Security
Services

AP0O06 Manage
Budaet and Costs

AP013 Manage
Security

BAIDE6 Manage
Changes

DSS06 Manage
Business
Process Controls

EDMO5 Ensure
Stakeholder
Transparency

Monitor, Evaluate

and Assess

AP0O7 Manage
Human Resources

MEADT Monitor,
Evaluate and Assess
Performance and
Gonformance

BAIOT Manage
Change
Acceptance and

MEAD2 Monitor,
Transitioning

Evaluate and Assess
the System of Internal
Control

MEAD3 Monitor,
Evaluate and Assess
Compliance With
External Requirements
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Powerful Insights.
Proven Delivery.

Process Example Walkrougl
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COBIT 5 Governance Processes

Area: Govemance

EDMO1 Ensure Governance Framework Setting and Maintenance Domain: Evaluate, Direct and Monitor

Process Description
Analyse and articulate the requirements for the governance of enterprise IT, and put in place and maintain effective enabling structures, principles,
processes and practices, with clarity of responsibilities and authority to achieve the enterprise’s mission, goals and objectives,

Process Purpose Statement

Provide a consistent approach integrated and aligned with the enterprise governance approach. To ensure that IT-related decisions are made in line
with the enterprise’s strategies and objectives, ensure that IT-related processas are overseen effectively and transparently, compliance with legal and
regulatory requirements is confirmed, and the governance requirements for board members are met.

The process supports the achievement of a set of primary IT-related goals:
IT-related Goal Related Mefrics

01 Alignment of IT and business strateay * Percent of enterprise strategic goals and requirements supported by IT
strategic goals

* Level of stakeholder satisfaction with scope of the planned portfolio of
programmes and services

* Percent of IT value drivers mapped to business value drivers

03 Commitment of executive management for making [T-related decisions | * Percent of executive management roles with clearly defined
accountabilities for IT decisions

* Number of times IT is on the board agenda in a proactive manner

* Frequency of IT strategy (executive) committee meetings

* Rate of execution of executive |T-related decisions

OF Delivery of IT services in line with business requirements * Number of business disruptions due to IT service incidents

# Percent of business stakeholders satisfied that IT s2rvice delivery meets
agreed-on sarvice levels

# Percent of users satisfied with the quality of IT service delivery

L] . .
. . . . »| MEMBER
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COBIT 5 Governance Processes

Process Goals and Metrics

Process Goal

Related Metrics

1. Strategic decision-making model for T is effective and aligned with

the enterprise’s internal and external environment and stakehalder
requirements.

* Actual va. target cycle time for key decisions
* | evel of stakeholder satisfaction (measured through surveys

2. The governance system for IT is embedded in the enterprise.

* Number of roles, responsibilities and authorities that are defined,
assigned and accepted by appropriate business and IT management

* Deqree by which agread-on gavernance principles for [T are evidenced
in processes and practices (percentage of processes and practices
with clear traceability to principles)

* Number of instances of non-compliance with ethical and professional
behaviour guidelines

3. Assurance is obtained that the governance system for IT is
operating effectively.

* Frequency of independent reviews of governance of T

* Frequency of governance of [T reporting to the executive committes
and board

* Number of governance of [T issues reported
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COBIT 5 Governance Processes

EDMO1 RACI Chart
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EDMO1.01
Evaluate the AIBICIC]R R C ClClCcyCc]ClRIC|C]|C
qoVernance system.
EDMD1.02
Direct the governance system. AJRICICIRE)IIIR]LT ]I 1 C| I [ ]! [JCcClCIRICH L] [ ]| [ {1
EDMD1.03
Monitor the governance system. AJRJICICIR)IIIR]LT ]I 1 C| I [ ]! [jfCcClCIRICyH L] [ ]| [ {1
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COBIT 5 Governance Processes

Evaluate, Direct and Monitor

EDMO1 Process Practices, Inputs/Outputs and Activitles

Governance Practice Inputs Outputs
EDMO01.01 Evaluate the governance system. From Description Description To
;gltém?ygr'sdedrgéﬁﬁgﬁfgngﬁﬂg Bvrgttg;g?nzngfertﬁgse-s MEADS.02 Communicatio ns of E|ﬁe_rprise_ governance All EDM
requirementé, and make a judgemeant on the current and feh a&‘;?:;jngﬁtrgpllance guiding principles ﬁgg] 3;13
future design of governance of enterprise [T, 4 :
Outside COBIT | * Business environment Decision-making model All EDM
trends APDO1.M

* Requlations

* Governance/decision-
making model

* Constitution/bylaws’
statutes of organisation

Autharity levels All EDM
APODO1.02

Activities

1. Analyse and identify the internal and external environmental factors (legal, regulatory and contractual obligations) and trends in the business
erwironment that may influence governance design.

2. Determine the significance of IT and its role with respect to the business.

3. Consider external regulations, laws and contractual obligations and determine how they should be applied within the governance of enterprise IT.

4, Align the ethical use and processing of information and its impact on society, natural environment, and internal and external stakeholder interests with
the enterprise’s direction, goals and objectives.

5. Determine the implications of the overall enterprise cortrol enviranment with regard to [T,

6. Articulate principles that will guide the design of governance and decision making of IT.

7. Understand the enterprise’s decision-making culture and determine the optimal decision-making mode| for [T,

8. Determine the appropriate levels of autharity delegation, including threshold rules, for IT decisions.
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COBIT 5 Governance Processes
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Governance Practice Inputs Outpurts
EDMO1.02 Direct the governance system, From Description Description To
Inform leaders and obtain their support, buy-in and )
commitment. Guide the structures, processes and E%ﬁ{:ﬁﬁjﬁﬁ;ﬁ;ﬂam :l;g&hﬂn 4
practices for the governance of IT in line with agreed-on :
governance design principles, decision-making models Reward system approach | APOO7.03
and authority levels, Define the information required for APOOT.04
informed decision making.

Activities

1. Communicate governance of IT principles and agree with executive management on the way to establish informed and committed leadership.

2. Establish or delegate the establishment of governance structures, processes and practices in line with agreed-on design principles.

3. Allocate responsibility, authority and accountability in line with agreed-on governance design principles, decision-making models and delegation,

4. Ensure that communication and reparting mechanisms provide those respansible for oversight and decision-making with appropriate information.

and enforced.

5, Direct that staff follow relevant guidelines for ethical and professional behaviour and ensure that consequences of non-compliance are knawn

6. Direct the establishment of a reward system to promate desirable cultural change,
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COBIT 5 Governance Processes

EDMO1 Process Practices, Inputs/Outputs and Activities (caont.)

non-compliance issues
and root causes
* Compliance assurance

— Govemance Practice Inputs Outputs
g EDM01.03 Monitor the governance system. From Description Description To
=8| Manitor the effectiveness and performance of the
= enterprise’s governance of IT. ;E.ssess whether the MEA&ADT .04 Performance reports Feedpack on governance All EDM
f=H| covernance system and implemented mechanisms MEAD 05 Status and results of e:ﬁztrwme;netf: and AP0O1.07
_E (including structures, principles and processes) are actions P
[T | operating effectively and provide appropriate oversight -
=8| of T, MEADZ. 01 * Results of benchmarking
(=] and other evaluations
o * Results of internal
g control monitoring and
E reviews
L MEADZ.03 Results of reviews of
self-assassments

MEADZ.06 Assurance plans

ME&D3.03 Compliance confirmations

MEADS.04 * Reports of

reports
Qutside COBIT * Obligations
* Aydit reports
Activities

1. Assess the effectiveness and performance of those stakeholders given delegated responsibility and authority for governance of enterprise IT.

2. Periodically assess whether agreed-on governance of IT mechanisms (structures, principles, processes, etc.) are established and operating effectively.

3. Assess the effectiveness of the governance design and identify actions to rectify any deviations found.

professional guidelines.

4, Maintain oversight of the extent to which IT satisfies oblipations (regulatory, legislation, commaon law, contractual), internal policies, standards and

5. Provide oversight of the effectiveness of, and compliance with, the enterprise's system of control.

contractual), standards and guidelines.

&. Monitor regular and routine mechanisms for ensuring that the use of IT complies with relevant obligations (regulatory, legislation, common law,
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CONFORMANCE
Basel ll, Sarbanes-
Oxley Act, etc.

PERFORMANCE:
Business Goals

- Balanced
Enterprise Governance Scorecard

\ 4 A 4

Enterprise Governance of IT COBIT §

IT Governance CoBIT 4.1

ISO
Best Practice Standards 9001:2000

QA Security ITIL

Processes and Procedures Principles

Procedures

- . .
s ) ) ; »| MEMBER
29 © 2013Protiviti Member Firm (Middle East Region) P rOt I V I t I FIRM

CONFIDENTIAhis document is for internal use only and may not be copied nor distributed. = ; o
isk & Business Consulting.

Internal Audit.



Ly {dzYYl NB X

COBIT brings together thdive principlesthat allow the
enterprise to build an effectivgovernanceand management
framework based on a holistic setsdven enablershat
optimisesinformation andtechnologyinvestment and use for

the benefit of stakeholders.
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